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Introduction

Effective compliance programs focus on detecting risks, 
preventing issues, fostering collaboration and enforcing 
standards. 

The role of the UBMD Compliance Office is to provide an 
infrastructure that ensures the many ever-changing laws, rules 
and regulations that govern the healthcare industry are 
understood and followed in all areas within the organization, 
and to promote the very highest standards of ethics and 
integrity among all staff.

The UBMD Compliance Office has an open-door policy and 
encourages open lines of communication, with the goal of 
helping employees feel comfortable in approaching us with 
questions, concerns and potential problems at all times.



Regulatory Agencies
There are several agencies that oversee healthcare compliance, the main 
ones being:

• Centers for Medicare and Medicaid Services (CMS)
Regulates Medicare/Medicaid billing, quality standards, reimbursement.

• Department of Health and Human Services (HHS)
Oversees federal health programs and regulations.
 Office of Inspector General (OIG)

Enforces fraud, waste and abuse laws; issues compliance guidance.
 Office for Civil Rights (OCR)

Enforces HIPAA privacy, security, and nondiscrimination requirements.
• Department of Justice (DOJ)

Prosecutes healthcare fraud, False Claims Act violations, and antitrust cases.
• State Health Departments & Licensing Boards

Regulate provider licensing, facility operations, and state-level public 
health requirements.
 New York State Office of the Medicaid Inspector General (OMIG)

Audits, investigates, and enforces compliance for New York State’s 
Medicaid program.



OIG List of Potential Risks
The OIG has identified a number of potential risk areas for healthcare 
organizations including, but not limited to:

• Billing and Coding Risks
 Upcoding or unbundling services
 Billing for services not rendered
 Medically unnecessary services
 Duplicate billing

• Documentation Risks
 Insufficient or missing documentation
 Inaccurate medical records

• HIPAA Privacy Risks
 Inadequate protection of patient information
 Unauthorized disclosure of or access to protected health information (PHI)

• Kickbacks and Referral Risks
 Anti-Kickback Statute violations (e.g., improper financial incentives for referrals)
 Stark Law violations (e.g., physician self referrals)

• Medicare & Medicaid Program Risks
 Noncompliance with participation requirements
 Fraudulent enrollment of credentialing
 Improper cost reporting



Why Comply?

While having a compliance program is a required by the U.S. Federal 
Sentencing Guidelines, it is important to know why a compliance 
program is important, and why compliance is part of your job.

• Demonstrates your practice’s good-faith efforts to comply with 
the law.

• Protects patient rights and privacy.
• Detects and prevents criminal and unethical conduct.
• Protects UBMD’s reputation.
• Helps identify and prevent erroneous and fraudulent claims.
• Eliminates billing errors.
• Reduces chance of a state or federal audit.
• Reduces your practice’s exposure to civil damages and 

penalties, criminal sanctions, and administrative remedies such 
as government program exclusion.



Internal Monitoring & Auditing

UBMD’s internal monitoring and auditing system is an educational 
process to assess the accuracy of documentation and coding of UBMD 
providers.  This process allows us to:

• Ensure accurate, timely, and complete documentation of medical 
services provided.

• Ensure proper coding and billing based on the documentation.
• Determine whether or not there are any problem areas in 

documentation, coding, or billing; and if so, to focus on 
correcting those areas with the provider through education.

Audits are to be done for all providers annually, reviewing the lesser of 
2% of each provider’s submitted claims, or 10 claims. Providers may 
be subject to a re-audit based on their audit score if it is below 85% 
compliant.



The Medical Record

The medical record serves many functions in today’s healthcare. 

• Medical document
First and foremost, it serves as an outline for providing proper 
and patient care and effective treatment.

• Compliance document
Supports coding and billing.

• Legal document 
Defense against malpractice or neglect allegations.

The medical record should contain sufficient 
information to identify the patient, 
documentation to support the diagnosis(es), 
justify treatment, and facilitate the continuity of 
patient care.



The Medical Record

All medical records generated by all UBMD physicians must be include the 
following elements:

• Chief complaint/reason for the encounter;
• Relevant medically appropriate patient history;
• Medially appropriate physical examination findings;
• Prior diagnostic test results;
• Assessment, clinical impression or diagnosis;
• Plan for care;
• Date and legible identity of the observer;
• Statement of rationale for ordering diagnostic tests and other ancillary 

services, if not documented and easily inferred by a third-party reviewer 
with appropriate medical training;

• Appropriate  PATH attestations if required;
• Past and present diagnoses accessible to the treating and/or consulting 

physician;
• Identification of appropriate health risk factors;
• Statements of patient’s progress, response to and changes in treatment, and 

revision of diagnosis;
• Addendums to the medical record should be dated the day the information is 

added to the record, and not for the date the service was provided.



Documentation of Services

Services provided to patients are documented with a series of codes.  
These codes should be adequately supported by the documentation in 
the medical record, and be submitted only in the name of the provider 
who performed the service.

• ICD-10-CM:  Diagnosis Codes
Explain why specific services were provided.

• CPT-4:  Procedural Codes
Explain what services were provided.

• HCPCS: Identify
 Procedures
 Supplies
 Administrative Services



ICD-10-CM: 
Diagnosis Coding Overview

Diagnosis coding supports the necessity for services that you 
are providing.

• Good common sense is to list the main reason the patient 
presented for services as the primary diagnosis.

• Determine which diagnostic statements are necessary for 
proper diagnosis coding.

• Mark resolved for unneeded signs and symptoms which 
aren’t an integral part of the diagnosis.

• Code any other conditions addressing or impacting care as  
comorbidities.

• In the absence of a definite diagnosis in an outpatient 
setting, code signs/symptoms that precipitated the service. 



ICD-10 and Medical Necessity

The ICD-10 codes support the medical necessity of the services 
provided.

• Follow ICD-10-CM Coding by Conventions and Hierarchy
• Must reflect the need for the level of service provided.
• Must reflect the need for the place or service.
• The ICD-10-CM code must validate the CPT-4 code.
• If the ICD -10 does not link to the medical necessity of 

visit this may be an easy opportunity for denial.



CPT-4: 
Procedure Coding Overview

The CPT manual is broken down into six main sections which 
are organized numerically with the exception of E/M, which is 
at the beginning of the code book:

• Evaluation & Management (E/M)
• Anesthesia
• Surgery
• Radiology
• Pathology & Laboratory
• Medicine

There is an additional two chapters relative to Category II and 
III codes at the end of the manual.

Going forward in this presentation, we will focus on the E/M 
and Surgery sections. 



Evaluation & Management 
Services (E/M)

• The E/M section contains codes for services where provider 
assesses and/or manages a patient’s health.

• E/M codes are used for billing and reimbursement, and 
administrative services.

• Codes 99202-99499

• Includes codes for various service and types, such as:
 Office or Other Outpatient Services
 Hospital Inpatient and Observation Care 
 Consultations
 Emergency Department Services
 Nursing Facility Services
 Home or Residence Services
 Preventive Medicine Services



Evaluation & Management 
Services (E/M)

Before selecting the appropriate E/M code for the services you 
provided, you have to determine three things:

• Type of Service: visit vs. consultation

• Place of Service: inpatient vs. outpatient

• Patient Status: new patient vs. established patient



Outpatient Office Based Services
99202-99215

Services for this section are for patients presenting to a 
physician’s office, outpatient hospital or other type of 
ambulatory facility.

• The level of service is based on:
 Total time spent, or
 Medical Decision Making (MDM)

• 99202-99205 (New Patients)
 Someone being seen for the first time by the physician 

or a physician in the same group & specialty
 Someone not see by the physician or a physician in 

the same group and specialty within the past 3 years

• 99211-99215 (Established Patients)
 Patients who have been seen previously by the 

physician or a physician in the same group & 
specialty within the past three years



Clinical Components of 
E/M Coding

• History: Documenting the patient’s reason for the visit. 
Although Chief Complaint, History of Present Illness, 
Review of Systems, and Past, Family, and Social History 
are no longer used to determine the level of most office 
and outpatient visits, they remain essential for clinical care 
and to determine medical necessity.

• Examination: The clinical, physical, or mental assessment 
performed by the provider. While the examination is 
crucial for patient care, the extent of the examination is not 
a factor in determining the MDM level.

• Medical Decision Making (MDM): The complexity of 
establishing a diagnosis and/or selecting a management 
option.



History Requirements

History guidelines require a medically appropriate 
history as determined by the provider based on 
patient’s presenting problem. Without a Chief 
Complaint and supporting history, payers may deny 
claims. 

The history may be collected directly by the care 
team, or given by the patient via portal or 
questionnaire, and reviewed by the reporting 
physician or qualified health care professional. 



History Requirements
For outpatient services, the history documentation generally includes:

• Chief Complaint (CC)
 Mandatory at all levels of service.
 The reason for the encounter; establishes medical necessity for the 

encounter.
 Must be concise statement describing reason for visit, in the 

patient’s own words.
• History of Present Illness (HPI)

 No longer counts toward choosing level of service.
 Required to describe development of the current problem (location, 

severity, duration, etc.) or the status of chronic conditions.
• Review of Systems (ROS) 

 Inventory of body systems obtained to questions to identify signs 
and/or symptoms.

• Past, Family, & Social History (PFSH)
 No longer count toward choosing level of service.
 Remain critical for documenting medical necessity, ensuring safety, 

and supporting comprehensive care.
 Information about the patient’s past medical history, family history, 

and social history (marital status, occupation, education, lifestyle 
habits, substance use, etc.).

Also included: demographics, medications, allergies, immunizations, 
preventative services such as screenings and blood work.



Examination Summary

Guidelines also require a medically appropriate exam 
determined by the provider based on patient’s presenting 
problem. 

The 1997 guidelines specified a minimum number of elements 
to document for different levels – Problem Focused, Expanded 
Problem Focused, Detailed, and Comprehensive.

However, the 2021 guidelines now allow for the level to be 
determined by time or Medical Decision Making alone, 
without requiring a specific number of elements from the 
exam.



Medical Decision Making

Code Selection Guidelines



Code Selection

As of 2021 for office visits and 2023 for other E/M services, 
history and physical exams are no longer required for 
determining the code level.

• Code selection is now based on the complexity of 
Medical Decision Making (MDM) or total time spent.

• Documentation should still include a medically 
necessary history and physical exam, relevant to the 
patient’s condition.

 The care team may collect information, and the patient 
or caregiver may supply information directly (via portal 
or questionnaire) that is reviewed by the reporting 
physician or other qualified health care professional.

• These changes apply to office, outpatient, and 
emergency department E/M services.



Medical Decision Making (MDM)

MDM is how the provider determines the complexity of 
establishing a patient’s diagnosis and treatment plan.

The four types of MDM are:
• Straightforward
  Typically a simple, self-limited problem.
• Low complexity 
  Typically a minor problem, requiring limited treatment 
 or testing. Patient with a stable condition.

• Moderate complexity
 Typically multiple problems, chronic problems 

exacerbated, prescription drug management or one with 
uncertain prognosis. A patient that is not meeting 
treatment goals as the provider documented.

• High complexity
  Typically life threatening or severe exacerbation.



MDM Quick Reference Guide



MDM: Assessment and Plan

For each encounter, an assessment, clinical impression, and diagnosis should be 
documented.

• Presenting problem(s) of an established diagnosis(es) should reflect 
whether the problem is:

 Improved, well controlled, resolving, or resolved; or
 Inadequately controlled, worsening, or failing to change as 

expected.
 Always document the status of them.

• For presenting problem(s) without an established diagnosis, the 
assessment or clinical impression may be stated in the form of 
differential diagnoses, or as “possible,”  “probable,” or “rule out;” in 
which case the ICD-10-CM codes for billing would be reflective of 
signs/symptoms.

 It is important to document this in order to establish your thought 
process in treating this patient.

The initiation of, or changes in treatment should be documented. Treatment 
plan may include a wide range of management options including, but not 
limited to patient instructions, nursing  instructions, therapies, and medications.



Coding Based on Time

For many E/M codes you can code based on the total time spent on 
the date of the encounter.

• Total time combines face-to-face and non-face-to-face time 
the provider spends on the encounter, on the encounter date.

• When using time, it must be documented clearly and align 
with the clinical narrative.

• Total time may include tasks such as:
 Reviewing tests before patient is present
 Reviewing history
 Examination
 Counseling/Education
 Ordering tests, medications, or procedures
 Documenting the record
 Communicating results
 Communicating with other professionals
 Coordinating care after patient leaves



Coding Based on Time

NOT included in Time:

• Clinical staff time
• Separately reported tests or procedures that have been 

billed for the same visit 
• Any element performed on a different date



Prolonged Services

CPT Add-on Code 99417

• Used for office/outpatient services, consults, home and 
residence services, and cognitive assessment.

• Primary code must be selected based on time.
• Prolonged care may include both face-to-face and non-

face-to-face time.
• Add-on code used for each additional 15 minutes of 

direct or non-direct time beyond the highest level E/M 
service.

• Prolonged care services can no longer be used on 
psychotherapy codes. There is no replacement code.



Level of Time Required
Office/Outpatient - New Patient

Code Minutes MDM

99202 Must meet or exceed 15 
mins

Straightforward

99203 Must meet or exceed 30 
mins

Low

99204 Must meet or exceed 45 
mins

Moderate

99205 Must meet or exceed 60 
mins

High



Level of Time Required
Office/Outpatient - Established Patient

Code Minutes MDM

99212 Must meet or exceed 10 
mins

Straightforward

99213 Must meet or exceed 20 
mins

Low

99214 Must meet or exceed 30 
mins

Moderate

99215 Must meet or exceed 40 
min

High



Level of Time Required
Office or Other Outpatient Consults

New or Established

Code Minutes MDM

99242 20 Straightforward

99243 30 Low

99244 40 Moderate

99245

+99417

55

75+

High

----* see note below due to 
cross-walk to 99205



Level of Time Required
Emergency Department Services

New or Established

• Time cannot be used for 
emergency department 
visits. 

• The level of service is 
based on MDM.

• MDM levels have been 
modified to align with 
those for office visits.



Level of Time Required
Initial Hospital Inpatient or Observation Care

Code Minutes MDM

99221 40 Straightforward or low

99222 55 Moderate

99223 75 High

+99418

G0316

90+

105+

----

*Medicare Specific Prolonged

• Only one physician can be the admitting physician, and only the admitting physician 
can use codes 99221-99223.

• All other providers should bill the inpatient E/M codes that describe their participation 
in the patient’s care (i.e., subsequent hospital visit or inpatient consultation.

• When performed on the same date as the admission, all other outpatient services 
provided by the physician in conjunction with that admission are considered part of 
the initial hospital care.



Level of Time Required
Subsequent Hospital Inpatient 

or Observation Care

Code Minutes MDM

99231 25 Straightforward or low

99232 35 Moderate

99233 50 High

+99418

G0316

65+

80+

----

*Medicare Specific

• If Provider A sees the patient in the morning and Provider B (same 
group/specialty) sees same patient in the evening, the notes are combined and 
only one subsequent hospital visit is coded.

• If the providers have different specialties or the second visit is for an unrelated reason 
(i.e., different diagnosis), then both may bill a subsequent hospital visit based on both 
physicians’ notes and medical necessity of the visit.

• If a practitioner and an NPP are involved, the total time is combined and billed under 
the practitioner who performed the substantive portion of care.



Level of Time Required
Hospital Inpatient or Discharge Services

(Including Admission and Discharge Services)
Code Minutes MDM

99234 45 Straightforward or low

99235 70 Moderate

99236 85 High

+99418

G0316

100+

125+ (total time within 3 
calendar days of encounter)

----

----

Documentation in the medical record should include:
• Statement that the stay for observation care or inpatient hospital care 

involved 8 hours, but less than 24 hours.
• Admission and discharge notes written by the provider.
• Personal documentation by the billing provider indicating presence and 

face-to-face services were provided.



Level of Time Required
Hospital Inpatient or Observation 

Discharge Services

• Time includes total time between the physician or qualified healthcare 
professional and patient on the date of discharge.

• Total time of visit must be documented to support code assigned.
• Only one discharge code is payable per patient per hospital.
• Hospital Inpatient or Observation Care Services require that the patient be 

admitted and discharged on the same date of service and the stay must be at 
least eight hours.

• Includes, as appropriate:
 Final patient exam
 Discussion of the hospital stay
 Instructions for continuing care
 Preparation of discharge records, prescriptions, and referral forms

Code Minutes

99238 30 or less

99239 More than 30



Surgery Coding

Surgical coding guidelines distinguish between major and 
minor procedures based on their global surgery period to 
determine payment, E/M service eligibility, and follow-up care.

• Major Procedures
 90-day global period.
 Includes day before, day of, and 90 days following 

surgery.
 Pre-operative E/M visits to decide on surgery are 

billed separately using Modifier 57.
• Minor Procedures

 0-10 day global period.
 Includes day of (0-day), or the day before + 10 days.
 E/M services on same day are generally included in 

payment, unless a “significant, separately 
identifiable” service is performed, which requires 
Modifier 25.



CPT Global Surgical Package 
Comparison

Feature Minor Procedures Major Procedures

Global Period 0 or 10 days 90 days

Typical Examples Injections, simple biopsies, small 
lesion removals.

Appendectomies, hip replacements, 
bypass surgeries.

Pre-operative Care Included in the surgical fee (starts on 
the day of the procedure).

Included in the surgical fee (starts 1 day 
before the procedure).

Intra-operative Care All standard steps of the procedure 
are included.

All standard steps of the procedure are 
included.

Post-operative Care Includes 0 or 10 days of follow-up 
care related to recovery.

Includes 90 days of follow-up care 
related to recovery.

The "Decision for Surgery" Usually included in the procedure 
payment; not billed separately.

Separately billable if the decision to 
operate is made during the visit.

Primary Modifier Used Modifier 25 (for a separate E/M 
service on the same day).

Modifier 57 (for the visit where the 
surgery was decided).



CPT-4 Modifiers

Some CPT-4 Modifiers more commonly used in Surgical coding include:

-24:  Unrelated E/M service performed by same physician or other qualified 
diagnosis health care professional during post-operative global period (10 
or 90 days). Indicates visit was not part of the normal recovery and requires 
different diagnosis.

-25: Significant, Separately Identifiable E/M Service. Indicates a separate E/M 
service on same day as a procedure.

-50: Bilateral Procedure. Indicates procedures performed on both sides of the 
body.

-51: Multiple Procedures. Indicates multiple, distinct procedures performed 
during same session.

-54: Surgical Care Only. When one physician performs the surgery, but another 
handles pre/post op care.

-57: Decision for Surgery. Indicates the E/M service that resulted in the decision 
to perform surgery

-62: Two Surgeons. Indicates when two surgeons work together as co-surgeons.
-78: Unplanned return to OR. Indicates Related procedure by the same 

physician during the post-op period.
-79: Unrelated Procedure. An unrelated procedure during the post-op period.



HCPCS Coding

The Healthcare Common Procedure Coding System (HCPCS) is used 
to report administrative services and medical products and supplies not 
included in CPT, such as:

• Durable Medical Equipment (DME)
• Ambulance Services
• Injectable drugs and biologicals
• Prosthetics and orthotics

HCPCS structure is alphanumeric: one letter (A-V) followed by four 
numbers.  

• The prefix letter corresponds to the category of item or service.
• The numbers represent specific detailed items within that 

category.

HCPCS Modifiers may or may not affect reimbursement.
• Two digit codes.
• Located in Appendix 2 (HCPCS).
• Used with HCPCS and CPT codes.



HCPCS Coding

Common codes a provider might use are (with G and J being 
the most commonly used:

• A codes: Medical and surgical supplies.
• C codes: Outpatient PPS.
• G codes: Temporary procedures or professional 

services.
• H codes: Mental Health, Alcohol and substance abuse.
• J codes: Non-oral drugs and chemotherapy.

Common HCPCS Modifiers providers might use are:

• Anatomic definition (i.e., F2, T3)
• Anesthesia provider (i.e., AA, QX)
• Informational (i.e., GC, QW)
• Technical component (i.e., TC)



Important Reminders

Accurate documentation is critical!

• Always make sure your documentation precisely reflect 
the services rendered, preventing claim denials, audits, 
and revenue loss.

• Documentation must clearly support medical necessity 
and include specific details about diagnoses, procedures 
and, when required, accurate time-based documentation.

• Avoid “cloning.”  Do not copy and paste documentation 
from previous visits as this can lead to inaccurate records 
and potential fraud.

• Review the entire patient record, including operative 
reports, pathology reports, and physician notes.

• Prioritize accuracy over speed. Accuracy is essential for 
proper reimbursement and compliance.



Important Reminders

• In general terms, with some exceptions, three code sets are 
used when submitting medical claims as follows:
 CPT codes: What the provider did.
 HCPCS Level II codes: What the provider used.
 ICD-10-CM: Why the provider “did” and “used.”

• Understand modifiers and correctly apply them to provide 
extra information about a service without changing its 
definition.  Make sure documentation supports modifiers 
used.

• Adhere strictly to official guidelines and maintain high 
attention to detail to avoid coding errors like upcoding, 
downcoding, or unbundling.

• Stay current with annual code updates.



A Roadmap for New Physicians

We strongly recommend that
you visit OIG’s A Roadmap for 
New Physicians webpage:
https://oig.hhs.gov/compliance
/physician-education/ which 
contains valuable educational 
information and materials, 
including the A Roadmap for 
New Physicians PDF booklet 
which is an excellent resource 
to review and save.
https://oig.hhs.gov/documents/
physicians-
resources/947/roadmap_web_v
ersion.pdf 

https://oig.hhs.gov/compliance/physician-education/
https://oig.hhs.gov/compliance/physician-education/
https://oig.hhs.gov/compliance/physician-education/
https://oig.hhs.gov/compliance/physician-education/
https://oig.hhs.gov/documents/physicians-resources/947/roadmap_web_version.pdf
https://oig.hhs.gov/documents/physicians-resources/947/roadmap_web_version.pdf
https://oig.hhs.gov/documents/physicians-resources/947/roadmap_web_version.pdf
https://oig.hhs.gov/documents/physicians-resources/947/roadmap_web_version.pdf
https://oig.hhs.gov/documents/physicians-resources/947/roadmap_web_version.pdf


Other Useful Links

• Centers for Medicare & Medicaid Services (CMS)

• Department of Health & Human Services (HHS)

• Office of Inspector General (OIG)

• https://oig.hhs.gov/compliance/physician-education/ 

• Office for Civil Rights (OCR)

• Department of Justice (DOJ)

• NYS Office of the Medicaid Inspector General (OMIG)

• https://www.cms.gov/training-education/medicare-learning-

networkr-mln/compliance/medicare-provider-compliance-tips 

https://www.cms.gov/
https://www.cms.gov/
https://www.hhs.gov/
https://www.hhs.gov/
https://oig.hhs.gov/
https://oig.hhs.gov/
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New Provider Compliance 
Training Attestation

To receive credit for this training you must:

• Go to the following website: 
https://smbsweb.med.buffalo.edu/ubmd/training.aspx 

• Select New Provider Compliance Training.

• Enter your UBIT (if you have one), Last Name, First Name, and select your 
correct practice plan (i.e., Internal Medicine, Neurology, Family Medicine, 
etc.).

• Answer the following:
 1. I have viewed the New Provider Training program.
  A. Yes  B. No
 2. I understand the material covered.
  A. Yes  B. No
 3. I know who to contact if I have questions.
  A. Yes  B. No

https://smbsweb.med.buffalo.edu/ubmd/training.aspx


UBMD Compliance Office

Lawrence DiGiulio, Esq
General Counsel, Chief Compliance Officer

 larryd@buffalo.edu 

*****
Suzanne Marasi, CHC, CPCA 
Legal & Compliance Administrator

smmarasi@buffalo.edu 

*****

UBMD Compliance Hotline 
716.888.4752

(You may remain anonymous if you wish.)

mailto:larryd@buffalo.edu
mailto:smmarasi@buffalo.edu
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What are PATH Requirements 

Medicare pays for services in a teaching setting using the Medicare Physician Fee 

Schedule (PFS) under certain criteria.

• Physicians, not residents, personally provide the service.

• RESIDENTS may provide the service when the teaching physicians are physically 

present during critical service parts. 

• This includes telehealth services through 2-way, interactive audio-video telehealth 

in residency training sites only outside the metropolitan statistical area (MSA).

• Primary Care Exception is allowed under the PATH guidelines when residents 

may provide E/M services in the absence of a teaching physician, when certain 

guidelines are met and fully documented in the patient’s medical records. Please 

see slide 11 for further details. 

• Utilization of  specific modifiers when billing to identify that  the service is being 

performed in a teaching scenario:

 

o GC - This service has been performed in part by a resident under the direction 

of a teaching physician.

o GE - Primary Care Exception.
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Importance of Attestations 

To ensure the quality, integrity, and compliance standards for our payer and 

regulatory requirements, it is essential to review the following bullets: 

• Review of the Resident’s notes.

• Confirm or edit the Resident’s findings.

• Document by attestation the performance and key participation of the 

key components in which the Teaching Physician participated in the 

patient’s care on the specific service date.

• Date and signature of note - electronic time stamp.

By providing the above protocols, we are able to bill and receive 

reimbursement for the work and services performed.  Without these 

documentation principles, we cannot bill for the services rendered. 

Utilizing attestations for the Teaching Physician to document further links the 

ongoing relationship between the Teaching Physician and Resident as they 

jointly participate in the patient’s care. This will allow us to continue to 

enhance our quality of care and documentation integrity.
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UBMD Attestations

Inpatient 

The following is a recommended attestation for your utilization in an 

Inpatient Setting. 

• “I saw and evaluated the patient. I have reviewed the patient 

history, exam, and care plan with the Resident/Fellow and agree 

with the findings and recommendations as detailed above on 

(date of service).”

• The PATH macro must be updated for each patient encounter 

with a unique qualifying factor(s) specific to the patient's service 

date.

• An electronic signature by the teaching physician does not 

qualify as an attestation.
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UBMD Attestations 

Outpatient/Office

The following is a recommended attestation for your office use. This 

macro can be found in our Allscripts EHR system.

• “I have seen and evaluated the patient. I have reviewed the 

patient history, exam, and care plan with the Resident/Fellow 

and agree with the findings and recommendations as detailed 

above on (date of service).”

• The PATH macro must be updated for each patient encounter 

with a unique qualifying factor(s) specific to the patient's 

service date.

• An electronic signature by the teaching physician does not 

qualify as an attestation.
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Unacceptable Attestations 

The following are examples of attestations that would not be 

acceptable forms of documentation.

• “Agree with the above.”

• “Rounded, reviewed, agree.”

• “Discussed with resident.  Agree.”

• “I have reviewed the resident’s note and agree.”

• “I supervised the resident during the procedure.”

• “Patient seen and evaluated.”
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ATTESTATIONS 

Recommendations from National Government Services (NGS), our 
Medicare MAC, cited below regarding attestations: 

Question: In the attestation from the TP, must the TP document separately 
and give comments on the resident’s note? Would it be sufficient if the TP 
simply states that he/she saw and evaluated the patient and agreed with the 
resident’s documentation, findings, and POC?

Answer: While the entry described above meets the minimal expectation 
for a TP, NGS encourages documentation of clinical details that can 
further substantiate the TP’s presence and full participation in the E/M 
service. 

For example: “Patient seen and examined with Dr. Smith. Agree with his 
finding of aortic murmur and plan for echocardiogram later today.”

TIP: These details enhance the accuracy of the medical record and will 
substantiate the service during a possible subsequent Medical Review 
audit.

 

8



Medical Record Documentation

• For each encounter, use the CPT code definitions to select the E/M level service 

code, and the documentation guidelines that best describe the work and services 

performed.

• Teaching physicians billing E/M services may sign and date notes in the medical 

record made by other members of the medical team that demonstrate their presence 

and participation in the service.

• The medical record must demonstrate:
o The teaching physician performed the service or was physically present during 

critical or key resident-provided service and procedure portions

o The teaching physician’s participation in patient management

• The combined medical record entries of the teaching physician and the resident 

make up the documented service and must cover medical necessity. 

• Residents cannot justify medical necessity by documenting the teaching physician’s 

presence during the service.

• What is Critical or Key Portion? 
o That part (or parts) of a service that the teaching physician determines is (are) a 

critical or key portion(s). For purposes of this section, these terms are 

interchangeable
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Key Points to Documentation

Notes recorded in the patient's medical records by a resident and/or teaching 

physician, or others, should follow the guidelines below regarding the service 

furnished:

• Documentation must show personalized involvement.

• Documentation must identify, at a minimum, the service furnished, the 

participation of the teaching physician in providing the service, and whether 

the teaching physician was physically present.

• In the context of an electronic medical record, the term 'macro' means a 

command in a computer or dictation application that automatically generates 

predetermined text that is not edited by the user.

• When using an electronic medical record, it is acceptable for the teaching 

physician to use a macro as the required personal documentation if the 

teaching physician adds it personally in a secured (password-protected) 

system. In addition to the teaching physician’s macro, either the resident or 

the teaching physician must provide customized information that is sufficient 

to support a medical necessity determination. The note in the electronic 

medical record must sufficiently describe the specific services furnished to 

the specific patient on the specific date. Documentation is insufficient if 

the resident and the teaching physician use macros only. 
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PRIMARY CARE EXCEPTION

• Services performed by attending physicians at teaching hospitals, in 

collaboration with house staff in an approved GME program, generally 

require evidence of direct care by the attending physician in order to 

meet Medicare billing guidelines. CMS allows for a variance in these 

requirements, which are defined as the Primary Care Exception.  E/M 

codes 99202, 99203, and 99211,99212,99213, and HCPC codes G0402, 

G0438, and G0439.

• In certain primary care centers, residents may provide E/M services in 

the absence of a teaching physician when the following guidelines are 

met and fully documented in the associated medical records: Further 

information located on the NGS site:  NGS Primary Care Exception.

• This slide/link will explain the further rules and circumstances in which 

services may be billed. Click on the “blue” link above for further details. 
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Teaching Physicians: 

Billing Requirements

• Teaching physicians must identify residents assisting in patient care and services on 
claims. Claims must follow E/M documentation guidelines.

• Claims must include the GC modifier on each service unless you provide the 
service under the primary care exception. You or another billing provider certify that 
you meet these conditions. 

o Modifier GC states: “This service has been performed in part by a resident 
under the direction of a teaching physician.”

• Teaching physicians must attest to their MAC that they meet the E/M Services 
Primary Care Exception section conditions.

• Claims must include the GE modifier on each service provided under the 
primary care exception.

o Modifier GE states: “This service has been performed by a resident without the 
presence of a teaching physician under primary care exception.”

• When total time decides the office or outpatient E/M visit level, only count the 
time the Teaching Physician spent with the patient, either alone or with the 
resident.

• CMS will continue to allow teaching physicians to use audio-video telehealth to be 
present in all teaching settings when the resident provides Medicare telehealth 
services in all residency training locations, through the end of CY 2025.

12



Time-Based Codes

• For procedure codes based on time, the teaching physician must be present 
during that period indicated in the claim. 

• For example, CMS may pay for a code specifically describing a 20-30 
minute service only if the teaching physician is physically present for that 
20-30 minutes.

o If the Teaching Physician is available, do not add additional time by 
the resident. 

• Time-based codes:

o Individual medical psychotherapy (CPT codes 90832–90838).

o Critical care services (CPT codes 99291–99292).

o Hospital discharge day management (CPT codes 99238–99239).

• Office or outpatient E/M visit codes when you use the total time to select 
the visit level.

• Note: When selecting the visit level, only count the time the teaching physician spent 
performing qualifying activities listed by CPT (with or without direct patient contact 
on the encounter date), including the time the teaching physician is present when the 
resident performs those activities. 
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Teaching Settings: Interpreting Diagnostic 
Radiology & Other Diagnostic Tests

• CMS may also pay the 
PFS rate, only in 
residency training sites 
located outside an MSA, 
to a resident interpreting 
diagnostic radiology and 
other diagnostic tests 
when the teaching 
physician is present 
through audio-video 
telehealth. Medical 
records must show that 
the physician took part in 
interpreting diagnostic 
radiology tests.
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Teaching Setting: 

Anesthesia Service

• CMS will use the PFS to pay teaching anesthesiologists when they 

involve one in the following situations:

o Training a resident in a single anesthesia case.

o Two concurrent anesthesia cases involving residents.

o A single anesthesia case involving a resident concurrent to another 

case that meets payment conditions at the medically directed rate. 

•  Payment conditions are as follows:

o The teaching anesthesiologist or an anesthesiologist in the same 

group is present during all the critical anesthesia services or 

procedures.

o The teaching anesthesiologist (or another anesthesiologist with an 

agreement) can provide anesthesia services immediately during the 

entire procedure.

• Documentation:

o The teaching anesthesiologist is present during all critical anesthesia 

procedure parts.

o The immediate availability of another teaching anesthesiologist, as 

needed.
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Teaching Settings: 

Psychiatric Service

• CMS will pay the PFS rate for psychiatric services, 

including documentation, under an approved GME 

program. During the service, the teaching physician can be 

present through a one-way mirror, video equipment, or like 

devices.

• In residency training sites outside an MSA, teaching 

physicians may be present through audio-video telehealth 

during the service when they involve residents. Medical 

records must show the teaching physician took part in the 

psychiatric services.
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FAQ’S
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List of FAQ’s reviewed on 

the following slides:

• What’s Changed?

• Attestation Examples

• Telehealth 

• Time 

• GC Modifier

• Level of Care 

• Definitions

• Resources 



FAQ: What’s Changed?

Teaching physicians can now use 2-way, interactive, 

audio-video telehealth when residents provide 

telehealth services, through the end of CY 2025. 
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FAQ: Attestations 

Examples - Inpatient

Sample Physician Attestation Statements E/M Inpatient Admitting Note 
(patient seen by resident and physician): 
 

• “I was present with resident during history and exam. I discussed 
the case with the resident and agree with the findings and helped 
develop the plan of care as documented in the resident’s note.” 

• “I saw and evaluated the patient. I agree with the findings and plan 
of care as documented in the resident’s note.” Subsequent Note 

• “I saw and evaluated the patient. I agree with the findings and plan 
of care as documented in the resident’s note.” 

•  “I saw and examined the patient. I agree with the resident’s note 
except that [TP enters appropriate information to clarify.]” 

• “I saw and evaluated the patient. I reviewed the resident’s note and 
agree, except that the patient now has a low-grade fever. Will order 
CBC.” [TP adds to note if there is a change or new development. 
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FAQ: Attestations 

Examples - Out-Patient (Office) 

Sample Physician Attestation Statements, E/M Outpatient 

Note (patient seen by resident and physician):

• “I have seen and examined the patient. I agree with the 

resident’s note as documented.” 

• “I have seen and examined the patient. I agree with the 

resident’s note except [TP adds appropriate 

information.]”  

• “I was present with the resident during the visit. I 

discussed the case with the resident and agree with the 

note as documented by the resident.” 
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FAQ: Telehealth

• Question: Please explain guidelines for telehealth services 

furnished in a teaching setting.

• Answer: The following guidelines apply in the teaching 

setting: 

o Teaching physicians may provide virtual supervision 

for residents’ services performed virtually (e.g., a 

three-way telehealth service).

o In the primary care exception setting, supervising 

teaching physicians may bill for lower and mid-level 

services provided by residents.
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FAQ: Time w/Residents

• Question: When level-setting a 
service based on time, is time 
spent alone by a resident added 
to the time spent by the teaching 
physician and counted in total 
time spent?

• Answer: When level-setting a 
services based on time, only 
time spent by an enrolled 
Medicare provider who is 
permitted to perform and bill for 
an E/M service is counted 
toward total time spent. This 
limits counted time to time 
spent by a physician or NPP (PA 
or NPP). Clinical staff time 
cannot be counted and, in this 
context, the resident’s time 
would be considered clinical 
staff time, which is not counted.

22



FAQ: GC Modifier

• Question: In a teaching facility, if a provider uses the GC 

modifier, should the resident enter documentation in the 

medical records as well? Or is the GC modifier enough to 

show that the resident was involved in the care? What is 

expected in the documentation?

• Answer: The resident should document his/her portion of 

the service and the attending physician should either write 

a separate note or fulfill the documentation requirement by 

entering an attestation to the resident’s note. In both 

scenarios, documentation must support the level of care 

billed.
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FAQ: Level of Care

• Question: Please define the levels of care for E/M services that residents 

can perform in a hospital outpatient setting under the PCE rules.

• Answer: CMS PCE guidelines for the hospital outpatient setting permit a 

resident who has completed at least six months of training to perform a 

low-mid level E/M service under the direct supervision of a TP. The TP 

must be physically available within the suite, without other simultaneous 

responsibility and be responsible for supervising no more than four 

residents per session. The resident’s services may be represented by CPT 

codes 99201–99203 and 99211–99213. PCE guidelines also permit the 

resident to perform the IPPE and AWVs.

CMS limited the PCE levels of care in recognition of the resident’s 

status as a physician-in-training and the medical necessity of the 

teaching physician’s role in evaluating and managing clinical problems 

that demand a more detailed or comprehensive level of care. In the event 

that a resident identifies the need for a detailed or comprehensive 

service, he/she must request the teaching physician’s personal 

supervision and documented presence in order to support the higher-

level service as billable to Medicare.
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DEFINITIONS 

• Teaching Physician: A physician (other than another resident) who involves 

residents in the care of his or her patients

• Resident: An individual who participates in an approved graduate medical 

education (GME) program or a physician who is not in an approved GME program 

but is authorized to practice only in a hospital setting. The term includes interns and 

fellows in GME programs recognized as approved for purposes of direct GME 

payments made by the FI. Receiving a staff or faculty appointment or participating 

in a fellowship does not by itself alter the status of "resident.” Additionally, this 

status remains unaffected regardless of whether a hospital includes the physician in 

its full-time equivalency count of residents.

• Student: An individual who participates in an accredited educational program 

(e.g., a medical school) that is not an approved GME program. A student is never 

considered to be an intern or a resident. Medicare does not pay for any service 

furnished by a student. See §100.1.1B for a discussion concerning E/M service 

documentation performed by students.

• Physically Present: The teaching physician is located in the same room (or 

partitioned or curtained area, if the room is subdivided to accommodate multiple 

patients) as the patient and/or performs a face-to-face service
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Definitions 

• Direct Medical and Surgical Services: Services to individual beneficiaries 

that are either personally furnished by a physician or furnished by a resident under 

the supervision of a physician in a teaching hospital, making the reasonable cost 

election for physician services furnished in teaching hospitals. All payments for 

such services are made by the hospital's A/B MAC (A).

• Teaching Hospital: A hospital engaged in an approved GME residency program 

in medicine, osteopathy, dentistry, or podiatry.

• Teaching Setting: Any provider, hospital-based provider, or non-provider setting 

in which Medicare payment for the services of residents is made by the A/B MAC 

(A) under the direct graduate medical education payment methodology or 

freestanding SNF or HHA in which such payments are made on a reasonable cost 

basis.
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RESOURCES 

• Medicare Guidelines for Teaching Physicians, Interns, &

 Residents CMS PATH Guidelines 

• NGS Site Teaching Guidelines 
https://www.ngsmedicare.com/web/ngs/evaluation-and-
management?selectedArticleId=1595756&lob=96664&sta
te=97133&rgion=93623

• https://www.cms.gov/Regulations-and-
Guidance/Guidance/Manuals/Downloads/bp102c15.pdf#p
age=16

• https://www.cms.gov/Regulations-and-
Guidance/Guidance/Manuals/Downloads/clm104c12.pdf#
page=137
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Compliance Department

Lawrence DiGiulio: larryd@buffalo.edu

Suzanne Marasi: smmarasi@buffalo.edu

28



Fraud, Waste & Abuse

A Message from the Compliance Office…

The federal government has shown a strong commitment to eliminating fraud, 
waste and abuse (FWA) within federal programs, and to holding individuals 
and entities accountable for violations of the law. This includes healthcare.

The OIG Strategic Plan 2025-2030 establishes three clear goals. Note the #1 
goal:

1. Fight fraud, waste, and abuse

2. Promote quality, safety and value

3. Advance excellence and innovation. 

These goals will guide OIG to “carry out its mission to provide objective 
oversight to promote the economy, efficiency, effectiveness, and integrity of 
HHS programs as well as the health and welfare of the people they serve.”

In addition, it has been reported that CMS will begin auditing all eligible 
Medicare Advantage contracts. They will be expediting their efforts to increase 
auditing numbers through an expanded workforce and enhanced technology. 

While the report addresses RADV audits, there is a trickle-down effect that 
will now pose the potential audit for all of us, regardless of status. 

All of this illustrates how extremely important it is for UBMD personnel to 
be able to recognize improper conduct, and how to prevent it and correct it.



Training Requirements

In order to meet Fraud, Waste & Abuse (FWA) training 

requirements set by The Centers for Medicare and Medicaid 

Services (CMS), all UBMD providers and staff are required 

to complete FWA training within 30 days of hire, and 

annually thereafter.

This training program is developed from the CMS web-

training program to ensure all required information is 

included.



Training Objectives

Once training is complete, you should be able to:

✓ Recognize & distinguish Fraud, Waste & Abuse;

✓ Recognize major laws & regulations pertaining to FWA;

✓ Understand potential consequences & penalties for violations;

✓ Identify & apply methods of preventing FWA;

✓ Know how to report FWA; and

✓ Determine how best to correct FWA.



Why do we need FWA training?

• Learn how to detect, correct and prevent FWA.

✓ Prevent improper conduct, whether intentional or not, from 
occurring.

✓ Detect and prevent patterns of improper conduct, or the 
appearance of improper conduct, from occurring.

• Billions of dollars are spent improperly every year due to fraud, 
waste & abuse. 

• As healthcare workers and UBMD employees, whether provider 
or administrative, we are ALL responsible for combatting fraud, 
waste & abuse.

• Any of our actions determined to be fraud, waste or abuse can 
lead to financial losses not only to government programs, but to 
your practice plans and you as well, including fines, penalties, 
exclusion and imprisonment, 

• To be part of the solution!



What is Fraud?

• Fraud

✓ Requires willingness, intent, knowledge.

✓ Knowingly submitting false claims, or causing false claims to 

be submitted;

✓ Knowingly making misrepresentations of fact to get a federal 

health care payment when no other entitlement would exist;

✓ Knowingly soliciting, getting, offering, or making payments 

(kickbacks, bribes, rebates) to encourage or reward referrals 

for items or services reimbursed by federal health care 

programs;

✓ Knowingly and willfully executing, or attempting to execute, 

a scheme or lie to defraud ANY health care benefit program 

or to obtain (by means of false or fraudulent pretenses, 

representations, or promises) money or property owned by, or 

controlled by, any health care benefit program.



What is Fraud (continued)?

• Examples

✓ Knowingly billing for services of higher complexity 

than services actually provided or documented.

✓ Knowingly billing for services or supplies not provided.

✓ Knowingly ordering medically unnecessary patient 

items or services.

✓ Offering money or favors for patient referrals or to 

influence purchasing.

✓ Billing Medicare for appointments patients don’t keep.

✓ Knowingly altering claims forms, medical records, or 

receipts to receive a higher payment.



What is Abuse?

• Abuse

✓ Practices that directly or indirectly result in unnecessary 

costs to the Medicare Program.

✓ Any practice that doesn’t provide medically necessary 

services or doesn’t meet professionally recognized 

standards of care.

• Examples

✓ Billing unnecessary medical services.

✓ Charging excessively for services or supplies.

✓ Misusing codes on a claim, like upcoding or unbundling 

codes.

✓ Not following HIPAA guidelines for protecting a 

patient’s PHI.



What is Waste?

• Waste

✓ Practices that directly or indirectly results in unnecessary 

costs to the Medicare Program, such as overusing 

services.

✓ Generally not caused by criminally negligent actions, but 

by misuse of resources.

• Examples

✓ Conducting excessive office visits or writing excessive 

prescriptions.

✓ Prescribing more medications than necessary to treat a 

specific condition.

✓ Ordering excessive lab tests.



Difference Between Fraud, 

Waste & Abuse

Intent, knowledge, and willingness are the primary 

differences.

• Fraud requires intent to obtain payment, and 

knowledge that the actions are wrong.

• Waste & Abuse may involve obtaining improper 

payment or creating unnecessary cost to Medicare 

Program, but do not require the same intent and 

knowledge.

For the definitions of fraud, waste & abuse, refer to 
Chapter 21 Section 20 of the “Medicare Managed 
Care Manual”  and Chapter 9 of the “Prescription Drug 
Benefit Manual” on the Centers for Medicare & 
Medicaid Services (CMS) website

https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Downloads/mc86c21.pdf
https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Downloads/mc86c21.pdf
https://www.cms.gov/Medicare/Prescription-Drug-Coverage/PrescriptionDrugCovContra/Downloads/Chapter9.pdf
https://www.cms.gov/Medicare/Prescription-Drug-Coverage/PrescriptionDrugCovContra/Downloads/Chapter9.pdf


Laws & Penalties

To detect FWA, you need to 
know the key laws involved:

• Federal False Claims Act 
(FCA)                    

• Anti-Kickback Statute 
(AKS)

• Physician Self-Referral 
Law (Stark Statute)

• Fraud Statute

• Exclusion Statute

• Civil Monetary Penalties 
Law (CMPL)

• Health Insurance 
Portability and 
Accountability Act 
(HIPAA)



Laws & Penalties

False Claims Act (FCA)

• False Claims Act: Makes a person liable to pay damages to the government if 
they knowingly:
✓ Conspire to violate the FCA;
✓ Carry out other acts to get government property my misrepresentation;
✓ Conceal or improperly avoid or decrease an obligation to pay the 

government;
✓ Make or use a false record or statement supporting a false claim;
✓ Present a false claim for payment or approval.

• Actual Example: 
✓ A physician practice hired an outside company to review medical records 

to find additional diagnosis codes it could submit to increase CMS risk 
capitation payments. 

✓ The company informed the practice that certain diagnosis codes 
previously submitted to Medicare were undocumented or unsupported.

✓ Practice failed to report the unsupported diagnosis codes to Medicare.
✓ Practice agreed to pay $22.6 million to settle FCA allegations.

• Penalties May Include:

✓ Fines, imprisonment, or both

✓ Recovery up to 3 times amount of government’s damages due to the 
false claims plus $11,000 per false claim filed.



Laws & Penalties

Anti-Kickback Statute (AKS) 

• The Anti-Kickback Statute: Makes it a crime to knowingly and willfully offer, 

pay, solicit or receive any remuneration directly or indirectly to encourage or 

reward patient referrals or business generation involving any item or service 

payable by a federal health care program.

✓ Remuneration includes anything of value, such as cash, free rent, expensive 

hotel stays and meals, and excessive compensation for medical 

directorships or consultations.

✓ Safe harbors may apply.

• Actual Example:

✓ A physician operating a pain management practice conspired to solicit and 

get kickbacks for prescribing a highly addictive version of the opioid 

fentanyl, and reported that patients had breakthrough cancer pain to secure 

insurance payments. 

✓ Received $180,000 in speaker fee kickbacks from the drug manufacturer. 

✓ Admitted the scheme cost Medicare and other payers more than $750,000.

✓ Was required to pay restitution.

• Penalties may include:

✓ Fine and/or imprisonment up to 10 years



Laws & Penalties

Physician Self-Referral Law (Stark Law)

• The Physician Self-Referral Law (Stark Law): Prohibits a physician from referring 

certain designated health services (DHS) to an entity where the physician, or an 

immediate family member, has an ownership/investment interest or has a compensation 

arrangement, unless an exception applies.

• Designated Health Services include:

✓ Clinical lab services

✓ Physical therapy, occupational therapy, and outpatient speech-language pathology 

services

✓ Radiology and other imaging services

✓ DME and supplies

✓ Parenteral and enteral nutrients, equipment, and supplies

✓ Prosthetics, orthotics, and supplies

✓ Home health services 

✓ Outpatient prescription drugs

✓ Inpatient and outpatient hospital services.

• Penalties may include:

✓ Fines, repayment of claims, and potential exclusion from participation in Federal 

health care programs.

• Actual Example: 

✓ A hospital was ordered to pay more than $3.2 million to settle Stark Law violations for 

maintaining 97 financial relationships with physicians and physician groups outside 

the fair market value standards or that were improperly documented exceptions.



Laws & Penalties

The Fraud Statute

• The Fraud Statute prohibits knowingly and willfully executing, or 

attempting to execute, a scheme about the delivery of, or payment for, 

health care benefits, items or services to:

✓ Defraud any health care benefit program; or

✓ Obtain by means of false or fraudulent pretenses, representations or 

promises, any money or property owned by or under control of any 

health care benefit plan.

✓ Conviction does not require proof that the violator had knowledge of 

the law or specific intent to violate the law. 

• Penalties may include:

✓ Fines, prison, or both.

• Actual Example:

✓  A pharmacist submitted claims for nonexistent prescriptions and 

drugs not dispensed, pleaded guilty to health care fraud, and got a 15-

month prison sentence and was ordered to pay more than $166,000 in 

restitution to the plan.



Laws & Penalties

Exclusion Statute

• Exclusion Statute: Requires OIG to exclude health care providers and 

suppliers convicted of these criminal offenses from participating in all 

federal health care programs:

✓ Medicare or Medicaid fraud, including offenses related to delivering 

Medicare or Medicaid items or services;

✓ Patient abuse or neglect;

✓ Felony convictions for other health care-related fraud or theft, or other 

financial misconduct; and

✓ Felony convictions relating to unlawful manufacture, distribution, 

prescription or dispensing of controlled substances.

• The OIG also maintains the List of Excluded Individuals and Entities (LEIE 

website.

• The U.S. General Services Administration (GSA) administers the Excluded 

Parties List (EPLS), which enables various federal agencies, including the 

OIG, to take debarment actions.

• Both the LEIE and EPLS should be checked when looking for excluded 

individuals and entities as the lists are not the same.



Laws & Penalties

Exclusion Statute

• Exclusion Statute (Continued)

✓ Excluded providers may not participate in the Federal health care programs 

for a designated period. If excluded by the OIG, then Federal health care 

programs, including Medicare and Medicaid, will not pay for items or 

services that you furnish, order or prescribe.

✓ Excluded providers may not bill directly for treating Medicare and 

Medicaid patients, and an employer of a group practice may not bill for an 

excluded provider’s services.

✓ At the end of an exclusion period, an excluded provider must seek 

reinstatement as reinstatement is not automatic.

✓ Mandatory exclusions stay in effect for a minimum of 5 years, but can be 

longer, or even permanent.

• Permissive Exclusion: OIG may impose exclusions for offenses not under a 

mandatory exclusion. Permissive exclusions vary in length. Examples include, 

but are not limited to:

✓ Misdemeanor health care fraud convictions other than Medicare or 

Medicaid fraud;

✓ Misdemeanor convictions for unlawfully manufacturing, distributing, 

prescribing or dispensing controlled substances;



Laws & Penalties

Exclusion Statute

• Permissive Exclusion (Continued)

✓ Revocation, suspension or health care license surrender for reasons of 

professional competence, professional performance, or financial integrity;

✓ Providing unnecessary or substandard service;

✓ Convictions for obstruction an investigation or audit;

✓ Engaging in unlawful kickback arrangements;

✓ Defaulting on health education loan or scholarship obligations. 

***

• The UBMD Compliance Plan requires that all practices who bill government 

programs including, without limitation, Medicare and Medicaid, to check the 

names of all providers, staff and agents/vendors against exclusionary databases 

regularly.

✓ Check Monthly:

o OIG-LEIE, GSA-SAM, and OMIG-List

✓ Check when a provider is credentialed or re-credentialed:

o SDN List, NPPES, and Death Master



Laws & Penalties

Civil Monetary Penalties Law (CMP)

• Civil Monetary Penalties Law (CMP) authorizes the OIG to seek 

civil monetary penalties, and sometimes exclusions, for a variety of 

health care fraud violations, including: 

✓ Arranging for an excluded individual’s or entity’s services or items;

✓ Failing to grant OIG timely access to records;

✓ Filing a claim you know or should know is for an item or service that 

wasn’t provided as claimed, or is false or fraudulent;

✓ Filing a claim you know or should know is for an unpayable item or 

service;

✓ Violating the AKS;

✓ Violating the Medicare physician agreement;

✓ Providing false or misleading information expected to influence a 

discharge decision;

✓ Failing to provide an adequate medical screening exam for patients who 

present to a hospital ED with an emergency medical condition or in 

labor;

✓ Making false statements or misrepresentations on applications or 

contracts to participate in federal health care programs.



Laws & Penalties
Civil Monetary Penalties Law (CMP)

• Damages & Penalties:

✓Vary based on the type & severity of violation.

✓Approximately $10,000-$100,000 per 
violation.

✓Also subject to up to 3 times the amount 
claimed for each service or item, or up to 3 
times the amount of remuneration offered, 
paid, solicited or received.

• Actual example:

✓A pharmacy and its owner agreed to pay over 
$1.3 million to settle allegations they 
submitted unsubstantiated Part D claims for 
brand name prescription drugs the pharmacy 
couldn’t have dispensed based on inventory 
records.



Laws & Penalties

HIPAA

• Health Insurance Portability & Accountability Act (HIPAA): 

✓ Created greater access to health care insurance.

✓ Strengthened protection of privacy of health care data.

✓ Promoted standardization and efficiency in the health care 

industry.

✓ Deters unauthorized access to protected health information 

(PHI).

✓ Anyone with access to PHI, must comply with HIPAA.

• Damages & Penalties:

✓Violations may result in Civil Monetary Penalties.

✓ In some cases, criminal penalties may apply.

 

• Actual Example:

✓ A former hospital employee pleaded guilty to criminal HIPAA 

charges after getting PHI with the intent to use it for personal 

gain. He was sentenced to 12 months and 1 day in prison.



Laws & Penalties

In summary, beyond paying restitution to CMS for 
fraudulently obtained payments, fraud and abuse 

penalties can include exclusions, civil monetary penalties, 
and sometimes criminal sanctions, which include fines 
and prison, against health care providers and suppliers 

who violate the False Claims Act, Anti-Kickback Statute, 
Stark Law, or Fraud Statute.



What are your responsibilities?

• You play a vital role in preventing, 
detecting and reporting potential FWA, 
as well as Medicare non-compliance.

• You must comply with all applicable 
statutory, regulatory and other Medicare 
requirements, including adopting and 
using an effective compliance program.

• You have a duty to report any compliance 
concerns as well as any suspected or 
actual violations of which you may be 
aware.

• You have a duty to follow the UBMD 
Compliance Plan, including the Code of 
Conduct, which articulates UBMD’s 
commitment to standards of conduct and 
ethical rules of behavior.



What is a Whistleblower?

• A whistleblower is a person who exposes 

information or activity deemed illegal, dishonest or 

violate professional or clinical standards.

• Whistleblowers are protected from retaliation.

• Whistleblowers may receive at least 15% but not 

more than 30% of money collected in successful 

lawsuit.



How can you prevent FWA?

• Conduct yourself in an ethical manner at all times.

• Provide only medically necessary services.

• Use accurate and complete documentation that supports claims.

• Ensure accurate and timely coding and billing.

• Comply with other payers’ rules.

• Verify all information provided to you.

• Be aware of suspicious activity.

• Keep up to date with FWA & UBMD policies and procedures, standards 
of conduct, laws, regulations, CMS guidance and UBMD Compliance 
Office guidance.

✓ Read and understand the UBMD Compliance Plan.

✓ Read newsletters and other communications sent to you from the UBMD 
Compliance Office as they contain important information and updates.

✓ Complete all compliance training as required.

✓ Know that reported issues will be addressed.



Reporting FWA

• Everyone is required to report known or suspected instances of 

FWA.

✓ Retaliation for reporting compliance concerns in good faith will not be 

tolerated, regardless of whether or not a violation is found as a result of 

the initial report.

✓ This, and the process for reporting, is clearly stated in the UBMD 

Compliance Plan.

• Any concerns should be reported to your supervisor and/or the 

UBMD Compliance Office.

✓ Even if you suspect something is wrong but aren’t sure if it is FWA, 

report it. 

✓ Contact the Compliance Office directly.

✓ Utilize the Compliance Hotline (716.888.4752) or Compliance Issue 

Reporting Form.

o You may remain anonymous if you wish.

✓ All reported concerns will be investigated by the Chief Compliance 

Officer.



Reporting FWA

• When reporting suspected FWA, you should include:

✓ Contact information for the source of information, suspects & 

witnesses;

✓ Details of the alleged FWA;

✓ Identification of specific rules allegedly violated; and

✓ The suspect’s history of compliance, education training and 

communication within UBMD and other entities.

• If warranted, potentially fraudulent conduct must be reported to government 

authorities such as OIG, DOJ or CMS.

✓ The UBMD Chief Compliance Officer should ALWAYS be 

contacted first regarding cases of self-disclosure.

✓ Individuals or entities who wish to voluntarily disclose self-discovered 

potential fraud to OIG may do so under Self-Disclosure Protocol (SDP), 

which the UBMD Chief Compliance Officer will guide you through.

✓ Self-disclosure gives providers the opportunity to avoid the costs and 

disruptions associated with a government directed investigation and 

civil or administrative litigation.



Correcting FWA

• Once FWA is detected, it must promptly be corrected.

• Correcting the problem saves the government (and very possibly 

your practice) money, and ensures that you are in compliance with 

CMS requirements.

• Always consult the UBMD Chief Compliance Officer to find out the 

process for corrective action plan development, and develop a plan.

• Actual corrective plan will vary, depending on the specific 

circumstances, but in general:

✓ Design the corrective action to correct the underlying problem that 

results in FWA program violations and prevents future non-compliance.

✓ Tailor the corrective action to address the particular FWA, problem, or 

deficiency identified.

✓ Include timeframe for specific actions.

✓ Document corrective actions addressing non-compliance or FWA 

committed by the employee, and include consequences for failure to 

satisfactorily complete the corrective action.

✓ Once started, continually monitor corrective actions to ensure they are 

effective.



Correcting FWA

• Corrective action will depend on the 
specific circumstances, but may 
include:

✓ Adopting new prepayment edits 
or document review 
requirements;

✓ Conducting additional mandated 
training;

✓ Providing educational materials;

✓ Revising policies and/or 
procedures;

✓ Sending warning letters;

✓ Terminating an employee or 
provider;

✓ Any combination of the above.



Compliance Hotline



For more information…

• False Claims Act: 31 United States Code (U.S.C.) Sections 3729-3733 

• Fraud Statute: 18 USC Sections 1346-1347  

• Anti-Kickback Statute: 42 USC Section 1320a-7b(b)

• Safe Harbors: 42 CFR Section 1001.952

• Stark Statute (Physician Self-Referral Law): 42 USC Section 1395nn

• Civil Monetary Penalties: 42 USC 1320a-7a     and      the Act, Section 1128A(a)

• Exclusion: LEIE and EPLS and 42 USC Section 1320a-7 and 

        42 Code of Federal Regulations (CFR) Section 1001.1901

• HIPAA: HIPAA Webpage

https://www.govinfo.gov/content/pkg/USCODE-2017-title31/pdf/USCODE-2017-title31-subtitleIII-chap37-subchapIII.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title31/pdf/USCODE-2017-title31-subtitleIII-chap37-subchapIII.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title31/pdf/USCODE-2017-title31-subtitleIII-chap37-subchapIII.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title18/pdf/USCODE-2017-title18-partI-chap63-sec1346.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title18/pdf/USCODE-2017-title18-partI-chap63-sec1346.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title18/pdf/USCODE-2017-title18-partI-chap63-sec1346.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7b.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7b.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7b.pdf
https://www.ecfr.gov/current/title-42/chapter-V/subchapter-B/part-1001/subpart-C/section-1001.952
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXVIII-partE-sec1395nn.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7a.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7a.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7a.pdf
https://www.ssa.gov/OP_Home/ssact/title11/1128A.htm
https://oig.hhs.gov/exclusions/exclusions_list.asp
https://sam.gov/content/home
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7.pdf
https://www.govinfo.gov/content/pkg/USCODE-2017-title42/pdf/USCODE-2017-title42-chap7-subchapXI-partA-sec1320a-7.pdf
https://www.govinfo.gov/content/pkg/CFR-2017-title42-vol5/pdf/CFR-2017-title42-vol5-sec1001-1901.pdf
https://www.hhs.gov/hipaa/for-professionals/index.html


Questions

REMEMBER!!!

Compliance & fraud prevention are everyone’s responsibility -
governing board, management, providers, and staff.

________________________

If you have any questions regarding this training, please contact:

Larry DiGiulio, Chief Compliance Officer

larryd@buffalo.edu 

or

Sue Marasi, CHC, CPCA

Compliance Administrator

smmarasi@buffalo.edu

ANONYMOUS COMPLIANCE HOTLINE

716-888-4752

mailto:larryd@buffalo.edu
mailto:smmarasi@buffalo.edu


HIPAA Training



HIPAA Training Agenda 

• What is HIPAA?
• HIPAA Enforcement 
• Protected Health Information (PHI)
• Privacy Rule
• Patients’ Rights
• Minimum Necessary
• Notice of Privacy Practice (NPP)
• Pediatric Patients
• Security Rule
• Three HIPAA Security Safeguards 
• Breach Notification Rule
• Information Blocking 
• Business Associates Agreement
• Cell Phone & Email Usage
• Important HIPAA Reminders
• Reporting HIPAA Violations
• HIPAA Case Examples 



What is HIPAA?

HIPAA stands for:

❖ Health

❖ Insurance

❖ Portability and 

❖ Accountability 

❖ Act 

HIPAA is a broad Federal Law that establishes basic privacy protections 
to which all patients in the United States are entitled. It gives them the 
right to access their own health records, and to have their health 
information kept private and secure. 

HIPAA establishes standards to safeguard the protected health 
information (PHI) that you hold if you are one of these covered entities 
or their business associate:

• Health plan 

• Health care clearinghouse 

• Health care provider/hospital/organization



HIPAA Enforcement

The Office of Civil Rights (OCR) enforces HIPAA Rules.  

OCR will watch and enforce the following: 

• Unpermitted PHI use and  disclosures.

• Use and disclosure of more than the minimum 

necessary PHI.

• Lack of PHI safeguards.

• Lack of Administrative, Technical, and Physical ePHI 

Safeguards.

• Lack of patients’ access to their PHI. 

❖ This is not an exclusive list to OCR enforcement actions.



Protected Health Information (PHI)

Information is considered protected health information if you hold or 
transmit it in any form, including electronic, paper, or verbal.  

PHI includes information regarding:

• Eighteen Common Identifiers

o Can you recreate the patient information with 4 or fewer 
identifiers?

• The patient’s past, present, and future physical or mental health 
condition.

• Medical records

o Diagnosis codes, test results, doctor notes

• Documentation

o Appointment scheduling notes

o Prescription records

o Health-related emails

• Billing/Payment information

o Claims

o Payment history

o Health plan beneficiary numbers



PHI: 18 Common Identifiers 

• Name

• Address (all geographic subdivisions smaller than state, including street 
address, city county, and zip code)

• All elements (except years) of dates related to an individual (including 
birthdate, admission date, discharge date, date of death, and exact age if 
over 89)

• Telephone numbers

• Fax number

• Email address

• Social Security Number

• Medical record number

• Health plan beneficiary number

• Account number

• Certificate or license number

• Vehicle identifiers and serial numbers, including license plate numbers

• Device identifiers and serial numbers

• Web URL

• Internet Protocol (IP) Address

• Finger or voice print

• Photographic image - Photographic images are not limited to images of the 
face.

• Any other characteristic that could uniquely identify the individual



Primary Rules of HIPAA

HIPAA is built on three primary 
rules:

• Privacy Rule

Sets the standard for who can 
look at and receive patients’ 
PHI.

• Security Rule
Outlines the safeguards that 
must be put in place by 
healthcare organizations to keep 
patients’ digital data safe from 
hackers and unauthorized 
access.

• Breach Notification Rule
Mandates accountability if PHI 
is compromised in a data 
breach.



The Privacy Rule 

The Privacy Rule protects patients' protected health information 

(PHI) and allows you to exchange information and coordinate your 

patient’s care securely, and shifts control of health data back to the 

individual.

The Privacy Rule:

• Covers all forms of PHI, whether spoken, written on paper, or 

transmitted electronically.

• Dictates that healthcare providers and insurance companies 

can generally only share patient information for treatment, 

payment, and healthcare operations unless the patient gives 

them explicit written permission.



Patients’ Rights

Patients have several different rights under the privacy rule, 

some of which are the following: 

• Examine and receive a copy of their medical record, 

including an electronic copy of their medical records 

within 10 days in New York State.

• Request corrections to their medical records, and 

receive a response to the request. Provider must 

respond to such a request within 60 calendar days.

• Limit their plan’s access to information about 

treatments they paid cash for. 

NOTE: Under the Privacy Rule, you are allowed to report 

child abuse or neglect to the authorities.



Minimum Necessary

In HIPAA Privacy, the Minimum Necessary Rule is often referred to as 

the Golden Rule.  This means sharing only the essential amount of PHI 

required to perform a specific task. 

HIPAA requires healthcare workers to use or share only the minimum 

necessary information to perform their job duties. 

Ask yourself these important questions when looking at private health 

information: 

1. Do I need this information to perform my job and provide good 

patient care?

2. What is the least amount of information I need to perform my 

job? 

If you find you do not have the access that you have, then let your 

supervisor immediately know. 



Minimum Necessary

“Minimum Necessary” Keys:

• Limit Access: Only 
employees who need the 
information to do their jobs 
should have access to it.

• Limit Disclosure: Share 
only the minimum amount 
of PHI required to achieve a 
specific purpose.

• Exceptions: This rule does 
not apply when sharing 
information with other 
providers for a patient’s 
treatment or when a patient 
requests their own records.



Notice of Privacy Practices

The Privacy Rule Requires that we notify patients about their privacy 

rights and how you use and share their information.  This is called a 

Notice of Privacy Practices, and the patient must receive this at the 

time of their first appointment or prior to that appointment. 

• The patient does not have to sign the Notice of Privacy 

Practices, also known as the “acknowledgment of receipt of 

the notice.”

• The provider must keep the NPP on file, either with the 

signed attestation or notation of the patient’s refusal to sign. 

• Not signing the NPP does not give the provider rights to 

disclose privacy information. The patient is still protected 

under HIPAA. 



Pediatric Patients

Navigating the intersection of 
federal HIPAA regulations and New 
York State (NYS) laws for pediatric 
patients involves balancing parental 
rights with the growing privacy 
rights of the minor. In New York, 
the rules often lean toward 
protecting the minor’s 
confidentiality as they approach 
adolescence.

Questions often arise regarding:

• Authorized signatories and 
personal representatives

• Identifications & 
documentation requirements

• Records release

• Custody and guardianship 
considerations



Pediatric Patients: 

Authorized Signatories & Personal Representatives

For most minors, the parent or legal guardian is the default representative and 

can sign for the release of records.

New York State Specifics:

• Joint Custody: Either parent can typically sign for records unless a 

court order explicitly says otherwise.

• Sole Custody: The custodial parent has decision-making authority, 

but the non-custodial parent still has a right to access records unless 

parental rights have been terminated, or a court order specifically 

prohibits access.

• Foster Parents: Generally cannot sign for the release of records. This 

authority usually remains with the local Department of Social 

Services (DSS) commissioner or the biological parent (if rights are 

intact).

• Temporary Caregivers: NYS allows a "Designation of Person in 

Parental Relationship" form, which permits a non-parent (like a 

grandparent) to consent to treatment and access records for up to six 

months.

Before giving PHI to anyone, always check for and 

carefully review waivers and/or court orders on file.



Pediatric Patients:

Identification & Documentation Requirements

To obtain minors’ records in NYS, providers require proper identification.

• Requestor’s Photo ID: Valid state-issued driver’s license, non-driver 

ID, or passport. Always be sure to check ID!

• Proof of Relationship:

o Minor’s Birth Certificate: Frequently required to prove the 

parent-child link if the parent is not already on file.

o Court Orders: Documentation of legal guardianship, adoption 

papers, or specific custody agreements if there are restrictions on 

either parent.

• Written Request: Must have a completed and signed “Authorization 

for Release of Health Information Pursuant to HIPAA” (OCA Official 

Form No.: 960) to disclose PHI to third parties such as family 

members, attorneys, or insurers.

Before giving PHI to anyone, always check for and 

carefully review waivers and/or court orders on file.



Pediatric Patients:

“12-Year-Old Rule” in New York

NYS Public Health Law contains a unique provision regarding 

minors and their records:

• Notification: If a parent/guardian requests the records 

of a minor over the age of 12, the provider may notify

the minor of the request.

• Right to Object: If the minor objects to the disclosure, 

the provider has the discretion to deny the parent's 

request for access, provided the provider believes 

disclosure would be detrimental to the provider-patient 

relationship or the minor’s care.



Pediatric Patients:

Minor-Consented Services

In New York State, when a minor is legally allowed to consent to their 
own care in NYS, they control the record. Parents do not have an 
automatic right to see records related to:

• Reproductive Health: Pregnancy tests, prenatal care, and 
abortion.

• Sexual Health: STI/HIV testing and treatment (minors of any 
age can consent to STI care).

• Substance Abuse: Treatment for alcohol or drug dependency.

• Mental Health: Outpatient services (if the provider 
determines the minor is "mature enough" and involving 
parents would be detrimental).

Also in New York State, many patient portals cut off or limit parental 
access once the child hits 12 or 23 years of age to protect teen privacy.

Note on Waivers: For a parent to see these "sensitive" records, the 
minor must sign a specific waiver or authorization and specifically 
initial the sections for HIV, mental health, or substance abuse.



Security Rule 

While the Privacy Rule covers who is allowed to see medical data, the 
Security Rule focuses on the how – the security measures needed to defend 
digital health data against breaches, accidents, and hackers.

The Security Rule is anchored by the security concept known as the CIA Triad 
- Confidentiality, Integrity, and Availability.  In healthcare, it is sometimes 
referred to as the HIPAA Triad, and translates as follows:

• Confidentiality: Restricting access to ePHI so only authorized people 
can see it.

o Example: Using multi-factor authentication and data encryption 
so a lost laptop doesn’t lead to exposed patient records.

• Integrity: Ensuring that patient data is accurate and has not been 
improperly altered.

o Example: Keeping tracking systems (auditing) to see exactly who 
edited, or even viewed, a patient’s chart and when.

• Availability: Making sure authorized users can get to the data when 
they need it.

o Example: Having ironclad data backups and disaster recovery 
plans in place to providers can still treat patients during power 
outages or a ransomware attack.



Security Rule 

The Security Rule includes security requirements to: 

• Develop reasonable and appropriate security policies 

for your organization. 

• Ensure Confidentiality, Integrity, and Availability of all 

ePHI you create, get, maintain, or transmit. 

• Identify and protect against threats to ePHI security or 

integrity.

• Protect against impermissible uses or disclosures

• Analyze security risks in your environment and create 

appropriate solutions.

• Review and modify security measures to continue 

protecting ePHI in a changing environment.

• ENSURE EMPLOYEE COMPLIANCE.



Three HIPAA Security 

Safeguards
HIPAA security has many layers of protection, and within these layers of 

protection are certain safeguards that covered entities must comply with to 

reasonable standards. They are the following: 

• Administrative Safeguard: This includes workforce training, risk 

analysis, management, HIPAA Information Security Officer, Incident 

Response Management, and Disaster Response Planning. 

• Physical Safeguard: These are defined as “physical measures, policies, 

and procedures to protect a covered entity’s electronic information systems 

and related buildings and equipment, from natural and environmental 

hazards, and unauthorized intrusion.” This would include:

o Facility access controls 

o Workstation security (making sure computer monitors containing 

patient charts aren’t visible to the waiting room, or others who 

shouldn’t have access to them)

o Mobile device security.

• Technical Safeguard: These are technology-based methods used to 

protect ePHI and control access to it. For example, Access controls, Audit 

Controls, Firewall Security, Data back up, and device and media Controls. 



Breach Notification Rule 

If you think you might have a breach, IMMEDIATELY call the 
Compliance Office and ask for assistance.  

If a PHI breach is experienced, you must follow the Breach Notification 
Rule.  The rule requires you to notify affected patients, HHS, and, in some 
cases, the media, depending on the number of affected individuals. 

What is a breach?  

Generally, a breach is an unpermitted use and disclosure under the Privacy 
Rule that compromises the security or privacy of PHI.  The unpermitted 
use or disclosure of PHI is a breach UNLESS  there is a LOW probability 
the PHI has been compromised, based on a risk assessment of the 
following: 

• The nature and extent of the PHI involved, including types of 
identifiers and the likelihood of re-identification.

• The unauthorized person who used the PHI or got the disclosed PHI.

• Whether an individual acquired or viewed the PHI.

• The extent to which you reduced the PHI risk.



Breach Notification Rule 

HHS (Health and Human Services) Notification of Breach Information:

1. A Provider or Organization must notify authorities of most breaches 

without reasonable delay and no later than 60 days after discovering the 

breach.  

2. Submitting notifications of smaller breaches affecting fewer than 500 

patients to HHS can be done annually. 

3. Greater than 500 patients by Covered Entities (CE) are required to 

provide notice to prominent media outlets serving the state jurisdiction. 

This will be in the form of a press release to appropriate media outlets 

serving the affected area. It must also be done in a timely manner and 

within 60 days. 

4. The Breach Notification also requires Business Associates to notify you 

of breaches at or by the Business Associate. 

Further information can be found on the HHS site under the following link: 

https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
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Information Blocking 

Most clinical information is digitized, accessible, and 
shareable thanks to several technology and policy advances 
making interoperable, electronic health record systems widely 
available. In 2016, the 21st Century Cures Act (Cures Act) 
made sharing electronic health information the expected norm 
in health care by authorizing the Secretary of Health and 
Human Services (HHS) to identify "reasonable and necessary 
activities that do not constitute information blocking." The 
Office of National Coordinator for Health Information 
Technology (ONC) 2020 Cures Act Final Rule established 
information-blocking exceptions to implement the law.

Interfering with or blocking access, exchange, or use of 
electronic health information (EHI) except as required by law 
will prompt an investigation by HHS. 



Business Associate Agreement

What is a HIPAA Business Associate Agreement (BAA)?

• Most often a BAA is a contract between a HIPAA-covered entity (CE) 

and a business or individual that performs certain function(s) or 

activities on behalf of, or provides a service to, the covered entity 

when the function, activity, or service involves the creation, receipt, 

maintenance or transmission of Protected Health Information (PHI).

• A Business Associate must follow the same stipulations for all HIPAA 

privacy and security regulations as the CE. However, depending on the 

agreement, they may have additional regulations, such as those with 

the FTC.

• Examples of organizations that typically have BAAs with healthcare 

providers:

✓ Accountants, Lawyers, Collection Agencies,  and Billing 

Companies 

Having a Business Associates Agreement in place offers assurances that 

privacy and security standards are met.



Using Cellphones 

Reminder: 

Keeping patient information 
or images on your private 
cell phone for UBMD is 
NOT allowed. 

• You may be held 
personally liable for fines 
if the confidentiality of 
the patient is violated and 
breached. 

Only secured text messaging 
is allowed with a secured 
text message that is 
encrypted and authorized by 
UBMD.



HIPAA and UBMD Email

UBMD Email Reminder: 

DO:

ONLY SEND PATIENT INFORMATION 
VIA SECURED FORMAT IN A ZIX 
MESSAGE OR ANOTHER APPROVED 
UBMD SECURED FORMAT

1. Do NOT include private health 
information for patients in your 
unencrypted emails.

2. Do NOT put patient information in the 
subject line of the email.  Including:

• Name/DOB

• Medical Record Number

• Account Number

3. Do NOT send images that can identify a 
patient by email.  



HIPAA- The Good and The Bad 

This Photo by Unknown Author is licensed under CC BY-SA

https://www.lawtechtv.com/home/2009/09/hitech-hipaa-compliance-frameworks.html
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


HIPAA Good Habits

• Establish STRONG passwords for your log-ins. 

• Do not leave Post-it notes with the passwords viewable for easy 

access for others to see - secure them.

• Do not share your passwords; HIPAA is not a free streaming 

service.

• Control+ALT+Delete to lock your computer screen whenever 

you’re away from your seat, even for a minute. This will prevent 

someone else from logging onto your system without a password.

• Be aware if someone remotes into your computer. Did you ask for 

technical assistance from OMC, for example?

• Be cautious of spam and phishing emails - you will get these! 

• Be aware of suspicious emails or attachments - bad actors are very 

tricky and can make you act urgently to open your email and 

attachments! 



Risky HIPAA Habits 

• Do not search or look at your own medical records or for friends, 
family, co-workers, and VIP’s health information. Speak to the 
Compliance Office for further questions on this topic. 

• Do not post patient’s private health information on social media.

• Do not text or email private health information UNLESS: 

o You need to Text/Email as it relates to your job function and 
treatment, payment, and operations (TPO). Make sure it is 
in a secured and encrypted platform.

o Follow the Minimum Necessary Rule as it pertains to the 
access necessary to perform the needed functions of your 
job and patient care. 

o Patient requests transmittal of unencrypted PHI and we 
respond to that email.

• Avoid downloading malicious files and searching websites that are 
not secure.

• Not appropriately disposing of private health information. Make 
sure you use the correct and secured disposal bins. 



Risky HIPAA Habits - Continued

• Make sure you are speaking in low tones and discreetly about a 

patient’s health information.  Do not speak in public areas such 

as an elevator, restrooms, cafeterias, or hallways.

• Be aware of what information you are leaving on voicemails, 

whether it be on an answering machine or voicemail system such 

as on a cell phone. Leave the minimum information necessary. 

o HHS guidance is as follows: A covered entity (CE) might 

want to consider leaving only its name and number and 

other information necessary to confirm an appointment or 

ask the individual to call back.  Do not leave details.

• Do not leave medical charts available and accessible to 

unauthorized personnel. Secure the information if you are not at 

your desk or workstation.

• Do not leave patient information on scanners or fax machines for 

extended periods of time. Make sure you check that periodically 

and secure the information to the appropriate intended source. 



Risky HIPAA Habits - Continued

• Do not respond to online negative reviews regarding 

patient information or treatment. Instead, ask the reviewer 

to contact the office to discuss this further. If it is a 

positive review, thank them for their positive feedback and 

experience with UBMD. 

֎֎֎

When in doubt:
 

Please contact the 

Compliance Office to ensure 

HIPAA Privacy Compliance. 



Reporting HIPAA Violations

As healthcare workers and UBMD employees, you are obligated to 
immediately report any known or suspected violations of HIPAA or any 
other misconduct, violations of law, acts of retaliation, or other wrongdoing.

Reports may be made in any the following ways:

• Report directly to a practice plan supervisor.

• Report directly to the UBMD Chief Compliance Officer.

• Call the anonymous Compliance Hotline at 716.888.4752.

• Complete a Compliance Issue Reporting Form, which is available via 
our UBMD Compliance Office website. 
(https://www.ubmd.com/about-ubmd/Compliance/Compliance-
hotline-reporting.html)

A report of misconduct alone does not automatically lead to the discipline of 
the subject of the report.  For this reason, employees are encouraged to 
contact the UBMD Compliance Office to discuss or report situations, even 
if the reporting individual is not certain that the situation in question rises to 
the level of noncompliance. 

UBMD’s non-retaliation policy will always be strictly adhered to. 
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UBMD Compliance Hotline

UBMD COMPLIANCE HOTLINE: 716.888.4752

The Compliance Hotline is a non-traceable voicemail box, regularly 

monitored during business hours.  When calling the Hotline, you may 

remain anonymous if you wish, but it is necessary that you provide all 

relevant information to the incident being reported:

• Practice Plan/Department;

• Date(s) & time(s) of incident(s);

• Detailed description of the incident or behavior in question;

• Name(s) of the person in question;

• Any other pertinent information.

Since the hotline is not monitored 24/7, if there is an immediate threat 

to person or property involved, please DO NOT leave a message. 

Contact your direct supervisor immediately!

UBMD’s non-retaliation policy will always be strictly adhered to.



HIPAA Case Examples 



HIPAA Examples 

Case 1:

You are reviewing a chart for coding and billing. You notice 

the patient is a Buffalo Bills player who has received services 

at a UBMD practice. You are excited to read about one of 

your favorite players. At lunch, you can’t wait to tell your co-

worker that you have the “scoop” on what is really happening 

with the player for next week’s game. 

Is this a HIPAA violation? 

If this is a HIPAA violation, how is this a HIPAA violation? 



Case Example #1 Breakdown

Is this a HIPAA Violation? 

Yes, this is a HIPAA violation; disclosing patient information 

is a HIPAA violation without the purpose of treatment, 

payment, or operational means. 

How is this a HIPAA violation? 

The co-worker does not need any of this information about the 

celebrity sports player to perform their job. This was 

inappropriate. Under HIPAA, this is a privacy disclosure, and 

the patient's privacy was disclosed and violated.

 

Patients receiving medical care expect privacy, and they 

expect a level of privacy no matter who they are. They expect 

a level of interaction that will be respected, and their PHI will 

not be shared. 



Case Example 2

Case Example 2: 

You work for a UBMD practice, and a patient has requested their 
medical records. They have placed a request for their personal 
health information. The patient has filled out, signed, and paid for 
the necessary documentation.  The patient has been waiting over 
30 days for the information. 

Is this a HIPAA Violation? 

Yes.  This falls under Patient Information Blocking.  Patients have 
a right to their medical records in a reasonable time.  Denying 
patients their medical records because they cannot pay for the copy 
fee or overcharging them for the copy fee is a direct violation of 
HIPAA.  Typically, in NYS, access to medical records is within 10 
days of the request. 

There are exceptions to this rule; for example, if the physician 
feels the information in the records may harm the patient or others.  



Resources 

Further Information can be found at the following sites : 

https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf

https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html

https://www.hhs.gov/hipaa/for-individuals/notice-privacy-practices/index.html

https://www.healthit.gov/sites/default/files/page2/2020-
08/Health_Care_Provider_Definitions_v3.pdf

https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/

https://www.healthit.gov/topic/information-blocking

https://www.hipaajournal.com/hipaa-business-associate-agreement/

https://wnydocs.org/Release-of-Medical-
Records#:~:text=Patient%20Access%20to%20Record&text=Although%20reasonable%20time
%20is%20not,between%2010%20and%2014%20days.
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Telemedicine2026

Telemedicine 2026

1

Updates Calendar Year 2026

Telehealth continues to be revised on a governmental and state 

level. Please check NGS Medicare, Local Payer and 

Commercial guidelines for the most current coding and 

reimbursement guidelines.  



 Telemedicine Key Points

Telemedicine Key Points

2

• Documentation and Payment of Telehealth is payer-specific.

• UBMD follows Medicare guidelines and recommendations.

• Effective until December 31, 2027.

• Must be on a HIPAA-compliant software platform such as 

Doxy.



Audio/Visual Telehealth Documentation

Audio/Visual Telehealth 

Documentation

3

Providers can choose either Time or MDM – To select the level of 

E/M Codes:

• Patient consent must be documented prior to rendering the 

service to the patient (written or verbal).

• Inform the patient of possible cost sharing, as the patient 

might have a patient cost responsibility.

• MUST be on audio on HIPAA-compliant software platform 

(for example: DOXY, Zoom for Healthcare).

• Verify with Payers whether they still endorse the utilization 

of  E/M codes 99202-99205 and 99212- 99215 with Mod 95, 

or that you must now utilize the new Telemedicine codes 

published in 2025.



Audio/Visual Telehealth Documentation

Audio/Visual Telehealth 

Documentation
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Further Documentation Guidelines:

• The visit was initiated by the patient, who was present for the visit.

o Patient requests/confirms Telehealth visit.

• Document patient location (i.e., home, office, clinic, etc.)

• Document provider location.

• Document the reason for the visit.

• Document as if this is an office visit.

• If using Time for your visit code, you must document how you spent that time with 

the patient.

o Example: A total of 20 minutes was spent with Mr. Z today for his follow-up 

encounter. For this time, I reviewed the patient charts prior to the visit. 

During the visit, we discussed the plan regarding his HTN, HDL, and 2DM. 

Prescription management options were discussed and ordered. A follow-up is 

set for a 6-month visit. Please review my assessment and plan for further 

details.

Very Important: ***Document a description of how that time was accrued 

for the patient. This can be pre-, intra-, and post-time for a TOTAL time for 

the day of the appointment.****



Billing Notes

Billing Notes

• Check with insurance companies as not all insurance companies will pay for 

Telehealth Audio Visits and Modifiers utilized for billing.

• Telehealth is not to be billed for the delivery of biopsy results, MRI results, 

blood work results, test results, etc.

• Telehealth cannot be billed if a visit is related to a previous E/M encounter 

within the past 7 days.

• Telehealth cannot be billed if related to preplanned E/M encounter 

within 24 hours.

• Telehealth cannot be billed if this service results in the scheduling of 

an E/M encounter within 24 hours.

• Home Address Location Site:

✓ For providers, for 2026 this is now a permanent policy. Provider’s home 

address may be suppressed, if necessary, not to show on the HCFA 1500 

claim form IF providing Telehealth services.

• FYI: Mental and Behavioral Health have additional notes.

5



 Synchronous Audio – Only  Visits DO NOT REPORT FOR MEDICARE PATIENTS

Synchronous Audio –Only Visits
DO NOT REPORT FOR MEDICARE PATIENTS
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Evaluation and management service by a physician or other qualified healthcare 
professional. These are payer specific reimbursement codes.  Medicare does not 
reimburse these codes. These new codes contain a 10 min medical discussion. 

PAYER DEPENDENT ON FEE SCHEDULE

• 98015 - Medically appropriate history and exam . HIGH MDM and more 

than 10 mins of medical discussion.  When using TOTAL TIME. Time 

must be documented of 40 mins to meet or exceed. 

• 98014 - same as above - TOTAL TIME must be documented 30 mins to 

meet or exceed with an appropriate MDM of Moderate

• 98013 - same as above - TOTAL TIME is 20 mins to meet or exceed with 

an appropriate MDM of LOW.

• 98012 - Medically appropriate history and exam. Straightforward decision 

making is utilized.  When using TOTAL TIME, Time must be 

documented for 10 mins to be met or exceeded. 



Synchronous Audio-Video E/M Services 

Synchronous Audio-Video E/M Services 
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CPT’s 98000-98007 maybe reported for new or established patients.  Synchronous audio and video telecommunication is required. These service 

maybe reported on the DOS by either MDM or TIME. 

Table  AMA/CPT ®

MCR pays this CPT



Payer Information 

As of January 2026, Payer Information Telehealth 
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Telehealth Billing Guidelines – As of Jan 2026

Payers NOT accepting NEW Telehealth Codes: 

Need to utilize Mod 95 Along with 99202-99205 or 99212-99215

• Medicare 

• All Medicare Advantage Plans

• NYS Medicaid

• ALL Medicaid based plans (i.e., Fidelis, IHA Medisource, Univera Safety 

Net plans, Molina, Amerigroup BMMC, etc.)

• Commercial UHC & BCBS plans are not accepting new Telehealth

• If only audio was used, the provider must document the reason, and we 

need to add modifier 93 to the E/M.

Payers that are accepting the new Telehealth codes:

• IHA - commercial

• Univera - commercial

• Aetna - commercial



Summary

The Consolidated Appropriations Act, 2026, H.R. 7148, that was signed into law 

on February 3, 2026:

• Extends critical Medicare telehealth flexibilities through December 31, 

2027.

• Preserves home-based telehealth access for Medicare beneficiaries.

• Removes long-standing geographic restrictions for telehealth services.

• Maintains Medicare coverage for audio-only telehealth services.

• Continues authorization for RHCs and FQHCs to serve as a distant-site 

telehealth providers.

• Extends the Acute Hospital Care at Home waiver program through 2030.

Overall, the bill provides regulatory stability and ensures continued access to 

virtual care for Medicare beneficiaries. It includes stability for Medicare telehealth 

services through 2027, preserving broad access to virtual care, maintaining 

coverage for home-based and audio-only services, and supporting rural and 

underserved communities.
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Resources 

CMS Telehealth-faq-updated-11-26-2025.pdf

https://telehealth.hhs.gov/providers/telehealth-policy/telehealth-

policy-updates

https://www.medicare.gov/coverage/telehealth

1
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Cultural Competency Training: Instructions & Links 

PHYSICIANS, NURSE PRACTIONERS & PHYSICIAN ASSISTANTS: Please complete the 
course titled "A PHYSICIAN'S PRACTICAL GUIDE TO CULTURALLY COMPETENT CARE” and 
save your completion certificate in case you are asked to show proof of completion.  Your 
Human Resources department or other practice representative may ask you to send 
certificates to them. 

• Three courses are available to choose from (you only have to complete one course
per year). Providers can alternate year-to-year between the various courses.

• If you have taken the program in its entirety and need to retake the program, request
an email reset by emailing: contact@thinkculturalhealth.hhs.gov or calling: 833-
485-1664·

Please use this link for the physician/nurse practitioner course: 
https://thinkculturalhealth.hhs.gov/education/physicians 

◊◊◊◊◊◊◊◊◊◊◊◊

ADMINISTRATIVE & CLINICAL STAFF: Please complete the course titled "GUIDE TO 
PROVIDING EFFECTIVE COMMUNICATION AND LANGUAGE ASSISTANCE SERVICES". 

This course will NOT grant you a certificate of completion. Instead, by taking our training quiz, 
you are attesting to completing all training, including the Cultural Competency Training course.

Please use this link for the administrative/clinical staff course: 
https://thinkculturalhealth.hhs.gov/education/communication-guide 

Think Cultural Health can determine whether or not someone actually completed the 
program (should it come up during a state or federal investigation of a practice plan in 
the future), so it is strongly advised that no one sign the Attestation of Completion 
without actually doing the training.      

mailto:contact@thinkculturalhealth.hhs.gov
https://thinkculturalhealth.hhs.gov/education/physicians
https://thinkculturalhealth.hhs.gov/education/communication-guide
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Compliance Risks of Using APPS as Medical Scribes 
Office Setting 2026 

 
Using an APP as a scribe introduces a unique set of compliance exposures because the provider is a 

licensed, billable clinical staff member. This creates significant risk if the role is not tightly 

monitored. Below is a list of compliance risks further explained.  

 

1. Misalignment With Scope of Practice (Major Risk) 

APPs are licensed, independent clinical practitioners. Using them as scribes may result in improper 

substitution, perceived clinical involvement, or unintentional clinical input. APP scribes must 

document only what the physician states and may not participate in the taking of the patients’ 

history, performing physical exam, diagnosis or treatment of the patient. 

 

2. Risk of Double Billing or False Representation 

APPs are billable providers. Role confusion may lead to duplicate charges, improper incident‑to 

billing, or payer assumptions that the APP contributed clinically. 

 

3. Attestation & Authentication Risks 

Proper scribe attestation must clarify who performed the documentation, whether the physician 

performed the service, and that the APP did not participate clinically. Missing or incorrect 

attestations create audit risk. 

 

4. Risk of Undocumented Clinical Contribution 

APPs may unintentionally influence care (prompting, asking clinical questions, providing 

impressions). This results in unbilled APP involvement and potential billing integrity issues. 

 

5. Obscured Medical Decision‑Making (MDM) 

APP documentation may cause confusion regarding who performed the exam, made decisions, and 

owns the assessment and plan. This leads to downcoding or denials. 

 

6. HIPAA & PHI Exposure Risks 

Because APPs also perform clinical duties, they may encounter PHI beyond the scribe role or mix 

documentation between patients. 

 

7. Workforce Classification & Labor Compliance Risk 

Auditors may question whether a licensed provider is being used appropriately and whether their 

role aligns with HR classification, credentialing, and labor standards. 
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8. Training & Competency Documentation Risk 

APP scribes require scribe‑specific training, documentation standards training, and competency 

validation. Missing records creates compliance exposure. 

 

9. Risk of Misleading Documentation 

Notes may imply APP involvement, collaboration, or higher complexity, which can lead to 

unsupported billing. 

 

Overall, utilizing an APP such as a Nurse Practitioner or Physician Assistant for a Medical Scribe here 

at UBMD is not recommended for our practice plans due to the quality of care and medical 

compliance risk as outlined above. 

 

If you have any questions, please reach out to the Compliance Office for further information.  
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Modifier -59:  Proper Usage 
 

Modifier 59 (“Distinct Procedural Service”) remains one of the most frequently misused modifiers, 

presenting compliance and audit risk. 

Modifier 59 is consistently reviewed by our local payers and on by our local MAC NGS for 

Medicare.  Additionally, the over utilization of Modifier 59 is discussed within our billing and coding 

teams on an ongoing basis. Bringing this important information and education to you will continue 

to keep this in the forefront of our ongoing Coding Compliance and Education Articles.  

In the breakdown below we will list: 

1. Common Misuse 

Across the country, a high percentage of Modifier 59 claims have historically been billed 

incorrectly, resulting in a high dollar amount of improper payments. This continues to 

influence payer scrutiny.  

 

2. CMS and MAC Emphasis 

Modifier 59 is the most commonly appended modifier affecting NCCI (National Correct 

Coding Initiatives) processing, and overuse remains a known audit trigger for payers 

because it is an “Edit Buster” which will affect NCCI processing inappropriately. CMS 

recommends using X-modifiers only when appropriate.  

 

NCCI PTP (Procedure to Procedure) edits also define when you should not be reporting 

CPT codes together in all or most situations. Using a modifier 59 to “unbundle” these 

codes is not appropriate.   

  

3. Trends Driving Over utilization 

• Increased coding complexity contributes to misuse.  

• Under use of X-modifiers leads to unnecessary reliance on Modifier 59. It is 

important to utilize the correct XE, XP, XS and XU modifier when needed.  

• Insufficient documentation remains the primary reason for incorrect use. 

 

4. Associated Risks 

• Prepayment reviews and delayed reimbursement are common.  

• Increased denial rates related to unbundling and documentation gaps.  

• Audit exposure from MAC, OIG, and commercial payers. 
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5. Best Practices – Medicare Guidance 

 According to CMS’ guidelines regarding appropriate and inappropriate use of  

 Modifer -59, you should use modifier 59 or XS for different anatomic sites during the 

same encounter only when procedures which are ordinarily performed or encountered on 

the same day are performed on: 

• Different organs 

• Different anatomic regions 

• In limited situations on different, non-contiguous lesions in different anatomic 

regions of the same organ 

 

 Modifiers 59 and XS are for surgical procedures, non-surgical therapeutic procedures, or 

diagnostic procedures that: 

• Are performed at different anatomic sites. 

• Aren’t ordinarily performed or encountered on the same day. 

• Can’t be described by 1 of the ore specific anatomic NCCI PTP-associated modifiers; 

in other words RT, LT, E1-E4, FA, F1-F9, TA, T1-T9, LC, LD, RC, LM, or RI.  See 

examples 1, 2, and 3 on pages 7 & 8 of the CMS Medicare Guidance booklet 

(https://www.cms.gov/files/document/mln1783722-proper-use-modifiers-59-xe-xp-

xs-xu.pdf). 

 

While Modifier 59 is not currently on the OIG 2026 Workplan, it has been noted in OIG 

investigations for over utilizations for procedures commonly unbundled and NCCI edits being 

bypassed.   

Please review the Medicare Guidance booklet (link noted above). If you have any questions, 

please reach out to your Coding Team or the Compliance Office for further information.  

 

https://www.cms.gov/files/document/mln1783722-proper-use-modifiers-59-xe-xp-xs-xu.pdf
https://www.cms.gov/files/document/mln1783722-proper-use-modifiers-59-xe-xp-xs-xu.pdf


 

 
 

  
 

  
 

 Modo  

The Importance of Attestations 
 
Why is proper documentation so important? When we look at patient medical records or 

patient claim information, it is for a multitude of reasons. Some of which are these:  

• Good documentation provides quality care and promotes safety to your patients.  

• Good documentation provides protection to you as the provider. It will help you avoid liability 

and keep you out of fraud, waste and abuse concerns.  

• Good documentation is important to make sure your documentation is paid correctly. The 

services you provide are medically necessary and appropriately documented to reflect the 

work you performed on the right people.  

Attestations, further provide the clarification for the work you performed and are a formal 

declaration, authenticity validating the statement or context of the statement.  

UBMD through Allscripts offers attestations for the following documentations scenarios:  

1. PATH Documentation 

2. Primary Care Preceptor 

3. Procedures 

4. Home Visit  

5. Shared Split Visit 

6. Continuity of Care Visit 

7. Time Billing Attestation  

8. Scribe Attestations and Agreement (found in our Corporate Compliance Plan)  

These Attestations can be found in left hand side of your Allscripts Templates drop down list 

under PROVIDER ATTESTIONS.  

 

 A few important reminders:  

 

PATH Attestation is not only integral for the outpatient offices, it is necessary for the 

documentation in our inpatient setting. Our collaboration with local hospital affiliates also 

requires this as mandatory documentation for any PATH Teaching protocols when being 

utilized. Our hospital partners penalize us for our failure to include PATH attestations.  The 

recommended PATH Attestation for UBMD is as follows:  

 

“I saw and evaluated the patient. I have reviewed the patient history, exam, and care plan 

with the Resident/Fellow and agree with the findings and recommendations as detailed 

above on (date of service)”. 
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Time Attestations: 

When Time is used for reporting E/M service codes, the time is defined by your documentation. It is 

used to select the appropriate service level. It must be distinct and noted in the patient’s chart.  

Once you have the total time spent on the encounter date, it should be documented in the medical 

record and used as the basis for code selection IF you are utilizing TIME as the basis for your 

coding. In the FREE TEXT portion document, the medical necessity and make sure you account for 

any “carve out” procedures from your total time.  

Reference in Allscripts – Attestations:  

Please see the screen shot for your reference for the noted Attestations for Allscripts practice plans. 



It is imperative that ALL compliant attestations must be noted on documentation. These 

attestations document each scenario for different patient visits. Without these attestation 

proper documentation, billing and coding services cannot be compliantly billed and 

coded.  

If you have any further questions regarding Attestations, please reach out to the 

Compliance Office for further information.  
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Anti-kickback Statute vs. Stark Law: 
A Practical Comparison 

 
Sometimes navigating federal regulations in healthcare can feel like walking through a legal 

minefield. Two of the most challenging “mines” are the Anti-Kickback Statute (AKS) and the 

Stark Law. Both share the goal of preventing financial gain from influencing medical 

decisions, but they operate very differently. 

 

The Anti-Kickback Statute (AKS) 
 
The AKS is a broad criminal law that prohibits the exchange (or offer) of anything of value—

referred to as "remuneration"—to induce or reward the referral of business reimbursable by 

federal healthcare programs (like Medicare or Medicaid). 

 

• Intent: To be convicted, the government must prove that the parties involved intended to 

swap money or favors for referrals. 

• Scope: It applies to anyone (doctors, hospitals, laboratories, drug reps, even patients) who 

can influence a referral. 

• Safe Harbors: Because the law is so broad, the government created "Safe Harbors" for 

specific business arrangements that are immune from prosecution if they meet strict criteria. 

o Space & Equipment Rental: Must be in writing, for at least one year, and rent must be 

Fair Market Value (FMV) and not based on volume of referrals. 

o Personal Services & Management Contracts: Must be in writing, for at lease one year, 

with compensation set in advance at FMV. 

o Investment Interests: Protects returns on investments in large publicly traded 

companies or small entities (if strict ownership and revenue rules are met). 

o Bona Fide Employees: Payments made by an employer to a true W-2 employee for 

employment in the furnishing of any item or service. 

o Discounts: Protects certain price reductions if they are properly disclosed and reflected 

in costs claimed by the provider. 

o Practitioner Recruitment: Helps hospitals recruit doctors to underserved areas. Requires 

the doctor to relocate and the hospital not to demand referrals. 

 

The Stark Law (Physician Self-Referral Law) 
 
The Stark Law is a civil statute. It prohibits a physician from referring Medicare or Medicaid 

patients for Designated Health Services (DHS) to an entity with which the physician (or an 

immediate family member) has a financial relationship. 
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• Intent: It doesn’t matter if you intended to break the law. If the financial relationship exists

and doesn’t fit into an exception, you are in violation.

• Scope: Only applies to physicians and their immediate family members.

• Exceptions: Unlike AKS safe harbors (which are voluntary), Stark Law exceptions are

mandatory. If an arrangement doesn't meet an exception perfectly, the referral is illegal.

• Designated Health Services include:

o Lab tests

o Physical, occupational, and outpatient speech-language therapy

o Radiology and imaging (MRI, CT, ultrasound)

o Radiation therapy and supplies

o Durable Medical Equipment (DME) and supplies

o Nutrient, equipment, and supplies

o Prosthetics, orthotics, and supplies

o Home health care

o Outpatient prescription drugs

o Inpatient and outpatient hospital care

Side-by-Side Comparison 

Feature Anti-Kickback 

Stature (AKS) 

Stark Law 

Legal 

Nature 

Criminal & 

Civil 

Civil 

Standard of 

Proof 

Knowing and 

Willful (Intent 

matters) 

Strict Liability (Intent 

is irrelevant) 

Applicability Anyone who 

refers/induces 

referrals 

Physicians and 

immediate family 

members 

Scope All Federal 

Healthcare 

Programs 

Medicare and 

Medicaid 

Prohibited 

Acts 

Kickbacks for 

any item or 

service 

Self-referrals for 

“Designated Health 

Services” 

Penalties Prison, fines, 

and program 

exclusion 

Fines, repayments, 

and program 

exclusion 



While AKS and Stark Law have different legal mechanics, both aim to ensure that medical decisions 

are driven by what the patient needs, not by who is getting paid. Some common goals both have 

include: 

• Protecting Clinical Judgment

If a doctor receives a financial bonus for referring a patient to a specific lab or

imaging center, there is a risk that the referral is being made for the money rather

than the quality of care. These laws aim to keep the patient-provider relationship

genuine.

• Preventing Overutilization

When financial incentives are involved, there is a natural tendency to order more tests,

procedures, or prescriptions than are strictly necessary. This can put patients through

unnecessary medical stress and can drain the resources of taxpayer-funded programs.

• Controlling Healthcare Costs

Overutilization and steered referrals directly lead to higher costs for Medicare and

Medicaid. By removing the financial incentive that drives unnecessary referrals, these

laws help keep federal healthcare spending from spinning out of control.

• Ensuring Fair Competition

• In a healthy market, providers compete based on quality, convenience, and price.

Kickbacks and self-referrals create a "pay-to-play" environment where smaller or

higher-quality providers might be pushed out because they aren't participating in the

same financial schemes.

• Preserving Public Trust

AKS and Stark are about maintaining the integrity of the healthcare system. Patients

need to trust that when their doctor says, "You need this MRI," it’s because they

actually need it, not because the doctor owns a piece of the MRI machine down the

hall.

The Anti-Kickback Statute and the Stark Law may feel like two distinct legal hurdles, they actually 

work together for the same common goal. The AKS targets the "why" by focusing on criminal intent 

and illicit exchanges, while the Stark Law addresses the "what" through strict liability for specific 

physician relationships. Despite their different mechanics, their singular mission is to ensure that 

when a patient receives a referral, it is rooted in medical necessity rather than a profit margin. 

Staying compliant isn't just about avoiding heavy fines or prison time, it’s about safeguarding the 

integrity of the healthcare system and our practices, and ensuring that clinical judgment remains 

focused entirely on the patient. 



Modo 
HIPAA:  Importance of Secure Passwords 

Under HIPAA,  healthcare providers are required to implement technical safeguards to 
protect ePHI.  One of those safeguards is the use of passwords, which really are the frontline 
of defense against data breach. If that line breaks, it is not only data at risk, but your 
patients’ trust and your practice’s legal standing. 

A single compromised password can lead to a massive data breach.  For a healthcare 
worker, this can result in: 

• Patient Harm: Unauthorized access can lead to tampered records or identity theft.
• Legal Consequences: HIPAA violations can carry hefty fines, sometimes reaching

millions of dollars.
• Career Impact: Negligence in handling credentials can result in corrective action

including termination, exclusion, or loss of license.

In February, HHS-OCR announced a $1,500,000 civil monetary penalty against Warby 
Parker, Inc. (“WPI”) in a HIPAA cybersecurity hacking investigation.  In 2018 they received a 
breach report filed by WPI regarding unauthorized access by one or more third parties to 
customer accounts.  The report stated that WBI became aware of unusual attempted log-in 
activity on its website. WPI reported that between September 25, 2018 and November 20, 
2018, unauthorized third parties gained access to WPI customer accounts by using 
usernames and passwords obtained from other unrelated websites that were presumably 
breached.  197,986 individuals were affected by the breach.  

To stay compliant and secure, there are many guidelines for selecting passwords and for 
password usage.  First and foremost, you should NEVER reuse passwords.  

• Never use your UB name and/or password for a non-UB IT service. If that service is
compromised, then your UB credentials are at risk.

• Never reuse passwords.  For example, your Netflix password should never be the
same as your password to log into the Electronic Medical Record (EMR) system.

When creating a password, the University at Buffalo (“UB”) requires: 

• A capital letter

• At least 1 number

• Special characters (i.e., period at the end of the sentence, spaces between the words, *, #)

• No more than 32 characters

• No personal information
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UB also suggests using a passphrase rather than a password as they are more secure and 
can be easier for you to remember.  A passphrase is a sentence that includes capitalization, 
spaces, punctuation and at least one number.  The example they give is “Sunshine on my 
shoulder,” which meets all the UB requirements mentioned above. 
 
Cyber-attackers get your information in many ways, including but not limited to: 
 

• Malware (Malicious Software):  Common types include viruses, worms, 
ransomware, and spyware. It acts as a digital parasite, stealing data, spying on users, 
or locking systems for ransom. 

• Phishing:  Attacker impersonates legitimate organizations via email, text message, 
or phone to steal sensitive information such as passwords, PHI, credit card numbers, 
or other data. They use urgent, deceptive messages to lure you into clicking 
malicious links or opening attachments. 

o Look for urgent or threatening language, poor grammar and spelling, and/or 
mismatched sender email address that don’t match the domain of the 
organization. 

• Cracking:  Cracking programs automatically guess common or simple passwords or 
phrases first and can make over one million attempts per second. 

 
Final Do’s and Don’ts to stay compliant and secure, and to help deter cyberattacks: 

 
• DO Use Multi-Factor Authentication (MFA): Even if a hacker steals your password, MFA 

provides a second barrier (like a code sent to your phone) that is much harder to bypass. 

• DO Use "Passphrases": Instead of P@ssw0rd1!, try a long string of random words like 

Blue-Giraffe-Coffee-2026!  They are easier for you to remember but significantly harder for 

"brute-force" software to crack. 

• DO Change Default Passwords: If you are issued a temporary password for a new system, 

change it at your first login. 

     **** 

• DON'T Share Credentials: Your login is your digital signature. If someone else uses your 

account to access a file, HIPAA logs will point to you as the one who viewed it. 

• DON'T Use "Sticky Note" Security: Never write your password on a Post-it and stick it to 

your monitor or hide it under your keyboard. In a busy clinic, anyone walking by - including 

patients - could see it. 

• DON'T Reuse Passwords: Your Netflix password should never be the same as your access 

code for the Electronic Health Record (EHR) system. 

• DON'T Leave Stations Logged In: Always lock your computer when stepping away from 

your desk, even for a "quick second." 
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Your Role in Healthcare Compliance 
 

Compliance in healthcare is essential because it serves as the foundation for protecting 

patient safety, securing personal data, and ensuring financial integrity. Without strict 

adherence to rules, regulations, and policies, UBMD practices and/or individual personnel 

face severe consequences that can range from fines to imprisonment to exclusion.  

 

Key Reasons for Healthcare Compliance: 
    ; 

• Ensuring Patient Safety & Quality of Care: Compliance programs establish standard 

operating procedures that mitigate medical errors, mismanagement, and unsafe clinical 

practices. 
 

• Protecting Patient Privacy: Under regulations like HIPAA, organizations must safeguard 

sensitive health information from unauthorized access, misuse, or cyberattacks. This builds 

essential trust between patients and providers. 
 

• Preventing Fraud, Waste, and Abuse: Strict billing and coding regulations, such as the False 

Claims Act, prevent organizations from overcharging the government or private insurers for 

services. This preserves critical funding for programs like Medicare and Medicaid. 
 

• Mitigating Legal and Financial Risks: Non-compliance can lead to devastating penalties, 

including: 

o Fines: Fines can reach millions of dollars. 

o Imprisonment 

o Exclusion from Programs: Providers may be barred from participating in federal 

programs like Medicare and Medicaid, which can cripple practice revenue. 

o License Revocation: Individual practitioners risk losing their professional licenses, 

effectively ending their careers. 
 

• Upholding Ethical Standards: Compliance frameworks like Anti-Kickback Statute and Stark 

Law prevent conflicts of interest, ensuring that medical decisions are based purely on 

patient needs rather than financial gain for the provider.  

 
As UBMD executives, providers and staff, you are essential to upholding compliance within 

our organization. Your daily tasks put you on the front lines of compliance. Your roles include 

following established policies, participating in training, identifying potential violations, and 

reporting concerns through proper channels to maintain organizational integrity and mitigate 

risks.  
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Key Roles and Responsibilities of Executives, Providers, and Staff: 

• Adherence to Policies: You are responsible for understanding and actively following internal

policies and procedures and federal/state laws.

• Training and Education: You must participate in mandatory training to stay current on

compliance risks, policies, rules, and regulations.

• Reporting Concerns: You are required to report known or suspected non-compliance, fraud,

or unethical behavior to a supervisor and/or the UBMD Compliance Office directly or via the

Compliance Office hotline. Retaliation for reporting compliance concerns in good faith will

not be tolerated, regardless of whether or not a violation is found as a result of the initial

report.

• Billing Accuracy: You must ensure that documentation supports the billing codes used,

preventing fraudulent claims.

• Protecting Patient Rights: You must consistently uphold patient confidentiality and safety

standards in daily operations.

• Participating in Audits: You must cooperate with internal reviews and audits conducted by

compliance personnel to identify areas for improvement.

Failure to uphold these responsibilities can result in disciplinary action up to and including 

termination. 



    
 
 
 
An open line of communication between the UBMD Compliance Office and all practice 
plan personnel is an imperative part of a successful compliance program. In an effort to 
enhance communications, we have a Compliance Hotline in place.  
 
Practice personnel can call 716-888-4752 any time to report known or suspected fraud, 
abuse, HIPAA-related or other compliance concerns, or to ask any questions or request 
guidance in compliance matters. 
 
Callers may remain anonymous if desired. It is our policy to preserve anonymity of callers 
who wish to remain anonymous, subject to limits imposed by law.  But you may include 
your name and contact information if you wish to.   
 
You are asked to provide all relevant, detailed information regarding the incident(s), such 
as: 

• Date(s) and time(s) of incident(s) 
• Department/location 
• Behavior in question 
• Person(s) involved 

 
Hotline calls will go to a non-traceable voice mailbox, which will be monitored by UBMD 
Compliance Office personnel during regular business hours, 8:00am-5:00pm Monday 
through Friday. However, the hotline is accessible 24 hours, 7 days a week, allowing callers 
to leave a message no matter when they call.  All calls to the hotline will be confidential, 
and no attempt will be made to determine the number or location of the caller.   
 
NOTE:  If there is an IMMEDIATE THREAT to person or property, you should not leave a 
message on the hotline. You should instead contact your direct supervisor immediately. 
 
Ctrl + Click here for a printable flier with further hotline information. Copies of the flier 
should be displayed in common employee areas at all of your practice sites. 
 

 

Compliance Hotline 
716.888.4752 

file://///Smbs06a/dfs/UBA/SMMARASI/ADMIN1/Compliance/Training/2026%20Training%20Changes/Compliance%20Hotline/Compliance%20Hotline%20Flier%2003.17.26.pdf


 

 COMPLETELY ANONYMOUS 

• Report known, suspected or potential fraud, abuse, problems, concerns.

• Report HIPAA-related concerns.

• Report other compliance issues or concerns.

• Ask questions; request guidance (you will need to provide contact info
to receive answers).

• Provide relevant information: Date(s), time(s), department, behavior in
question, person(s) in question.

• You are welcome to provide contact information if you wish, but you
may remain anonymous if preferred.

 

UBMD COMPLIANCE 
HOTLINE 

U BMD Complian
 
ce Office

665 Main St., 2nd Floor 
Buffalo, NY 14203 

Larry DiGiulio, 
Chief Compliance Officer 

Sue Marasi, 
Compliance Administrator 

• UBMD’s non-retaliation policy will be strictly
adhered to.

• This is a voice mail box that is monitored during
regular business hours, but is accessible for reporting
24 hours, 7days a week.

• If there is an IMMEDIATE THREAT to person or
property, please DO NOT LEAVE MESSAGE on
this line.

Contact your direct supervisor immediately!
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I attest that I have received and read the following training materials as part of my new 
employee orientation or annual training as an employee of a UBMD Physicians’ Group 
practice.  

I attest that I understand the content of these materials and agree to maintain ongoing 
compliance with any and all applicable policies, procedures and requirements.  

I further attest that I will incorporate the principles and requirements of this training into my 
daily work practices. Additionally, I understand that I may be held accountable for any and 
all of my actions or omissions that conflict with the information and standards provided in 
this training program. 

 Provider-Specific Training 
o Provider Compliance Training PowerPoint
o PATH: Guidelines for Teaching Physicians, Interns & Residents PowerPoint

 Fraud, Waste & Abuse PowerPoint Training 
 HIPAA PowerPoint Training 
 Telemedicine Updates - 2026 
 Cultural Competency – Think Cultural Health 
 UBMD Compliance Plan 
 Compliance Corner Articles 

o Compliance Risks of Using APPs as Medical Scribes
o Modifier -59 Proper Usage
o The Importance of Attestations
o Anti-kickback vs. Stark Law
o HIPAA: The Importance of Secure Passwords
o Your Role in Healthcare Compliance

 UBMD Compliance Hotline 
o UBMD Compliance Hotline Statement
o UBMD Compliance Hotline Flier

◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊◊ 

After reviewing all required trainings listed above, you must complete the brief quiz 
following this page (you will need to keep the question page in front of you).   
To do so, go to https://smbsweb.med.buffalo.edu/ubmd/training.aspx and select “2026 
Provider Compliance Training” from the Training Module dropdown menu.   

• Enter your UBIT Name if you have one. If not, leave blank.
• Enter your Last Name, First Name and select the practice plan that you are

employed by.

2026 Provider Compliance Training Attestation 
for New and Existing Personnel 

F

https://smbsweb.med.buffalo.edu/ubmd/training.aspx


https://www.ubmd.com/about-ubmd/Compliance/Education-training.html
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FWA 
1. Knowingly billing for services of higher complexity than services actually provided or
documented is an example of:

a. Fraud
b. Waste
c. Abuse
d. All of the above

2. Prescribing more medications than necessary to treat a specific condition is an example
of:

a. Fraud
b. Waste
c. Abuse
d. All of the above

3. Beyond paying restitution to CMS for fraudulently obtained payments, fraud and abuse
penalties can include exclusions, civil monetary penalties, and sometimes criminal
sanctions, which include fines and prison, against health care providers and suppliers who
violate which of the following:

a. False Claims Act
b. Anti-Kickback Statute
c. Stark Law
d. Fraud Statute
e. All of the above

Stark 
4. An important difference between the Anti-Kickback Statute and Stark Law is that intent
matters to prove violation of the AKS and is irrelevant for showing violation of the Stark Law.

a. True
b. False

2026 Compliance Training Quiz 
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Scribes 
5. If using an APP as a scribe, proper scribe attestation must clarify who performed the
documentation, whether the physician performed the service, and that the APP did not
participate clinically.

a. True
b. False

6. If a minor over the age of 12 objects to the disclosure of medical information to their 
parent, the provider has the discretion to deny the parent's request for access, provided 
the provider believes disclosure would be detrimental to the provider-patient relationship 
or the minor’s care.

a. True
b. False

7. Modifier 59 (“Distinct Procedural Service”) remains one of the most frequently misused 
modifiers, presenting compliance and audit risk.

a. True
b. False

8. This is the correct UBMD PATH attestation: “I saw and evaluated the patient. I have 
reviewed the patient history, exam, and care plan with the Resident/Fellow and agree with 
the findings and recommendations as detailed above on (date of service)”.

a. True
b. False

9. Providers can bill for telehealth for the delivery of biopsy results, MRI results, blood 
work results, and test results.

a. True
b. False

Attestation 
10. By selecting answer “a. Yes” below, you are signing the attached attestation regarding 
completion and understanding of the 2026 UBMD Compliance Training Program.

a. Yes
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